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Abstract

Supply Chain Management (SCM) increasingly relies on advanced technologies like Internet of Things (10T) and Radio Frequency
Identification (RFID) to enhance operational efficiency and decision-making processes. These technologies enable the integration
of data, information, products, and physical objects throughout the supply chain, automating and optimizing business processes. 1oT
applications have revolutionized SCM by enabling smart objects that enhance intelligence and automation capabilities. The
convergence of RFID with 10T, termed RFID-I0T, aims to develop automated sensing systems that are seamless, interoperable, and
highly secure. This integration facilitates real-time tracking and monitoring of goods, improving supply chain visibility and
responsiveness. The systematic review of current literature underscores RFID-10T's potential to significantly enhance SCM by
maximizing productivity, minimizing costs, and meeting customer requirements more effectively. However, challenges such as
integration complexities and security issues remain critical areas for further research and development. Future advancements in
RFID-I0T technologies promise to further streamline SCM processes across product manufacturing, shipping, distribution,
inventory management, and retail, fostering a more efficient and resilient supply chain ecosystem.

Keywords: Supply Chain Management, Internet of Things, Radio Frequency Identification, Product Manufacturing, Inventory
Management, Retail.

Introduction

Supply Chain Management (SCM) is a systematic process overseeing the flow of operations from
acquiring raw materials from suppliers to manufacturing products and distributing them to retailers
for delivery to end customers. The primary goal of SCM, as illustrated in Figure 1, is to ensure that
the right item is delivered to the right customer at the right price, in the right condition, at the right
place and time, and in the right quantity (Khan et al., 2022; Lu & Navas, 2021; Varriale et al., 2021).
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410 Reviewing the Integration of RFID

However, achieving this ideal condition is challenging due to real supply chain problems such as
delivery delays, overstocking, and stockouts (Ye et al., 2023). Over time, supply chains have become
riskier, more complex, and costlier, counteracting the primary objectives of efficiency and cost-
effectiveness. To tackle these growing challenges, integrating information and communication
technology (ICT) into SCM has become essential (Reece et al., 2022). Traditional management
methods are no longer sufficient to maintain efficiency and cost-effectiveness amidst increasing
complexity, risk, and cost. By leveraging advanced technologies such as smart tools, analytics, and
business intelligence, firms can create intelligent and integrated infrastructures that streamline
operations from raw material acquisition to end-customer delivery (Aljabhan, 2022). This
technological convergence enables real-time data communication and precise coordination across
the supply chain, enhancing the ability to deliver the right product to the right customer at the right
time and place. Consequently, businesses can better manage inventory levels, reduce the likelihood
of stock outs and overstocking, and mitigate delivery delays, thus achieving the fundamental goals
of SCM (Wu et al., 2022).

Retailer

b Manulacturer

Figure 1. Supply chain management concept (Khan et al., 2022).

One prominent technology driving this transformation is RFID. Although RFID has been in existence
for some time, recent advancements have made it more accessible and effective, significantly
impacting SCM practices. RFID technology offers a robust solution for sensing, detecting,
identifying, tracking, and monitoring objects throughout the supply chain (Costa et al., 2013;
Konovalenko & Ludwig, 2019). By bridging the physical and digital realms, RFID provides a
seamless connection between tangible products and their digital records, facilitating more accurate
and efficient management of inventory and assets (Cao & Zhang, 2016). RFID is more affordable
and capable of reading several tags at once than other Automatic Identification and Data Capture
(AIDC) systems like Optical Character Recognition (OCR)(Haque et al., 2015). By using RFID in
event analysis inside SCM, companies can now rapidly spot process deviations and improve
operations, guaranteeing more effective and smooth workflows. As a result, RFID has become a
critical component in modern SCM, helping companies gain a competitive edge in an increasingly
globalized and competitive market.

The advancements in RFID technology, particularly its integration with the Internet of Things (IoT),
have revolutionized various sectors by addressing the limitations of traditional wired solutions. IoT
constitutes Wireless Sensor Networks (WSN), which integrate multiple small and intelligent sensors
over extensive areas for applications in retail, healthcare, agriculture, and military surveillance
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(Butun et al., 2012; De Donno et al., 2014; Shih & Wang, 2016; Srbinovska et al., 2015). Standard
and interoperable communication protocols are used by this dynamic global network infrastructure
to smoothly combine real and virtual things (Alwadi et al., 2017). RFID-IoT is the term used to
connect tagged things inside the Internet of Things network using protocols like Tag Talk Only (TTO)
and Reader Talk First (RTF) (A. Poad & Ismail, 2018). Improving production, sales, storage,
shipping, installation, property monitoring, positioning services, and environmental detection, this
innovation provides new operational solutions throughout the supply chain (Chen et al., 2020; Gu,
2017; Urbano et al., 2020). Consequently, the evolution of RFID-IoT is poised to significantly impact
the revolution of SCM, driving improvements in operational processes and cost reductions.

By offering visibility of information, traceability of goods, reliability, flexibility, and adaptability,
RFID-IoT technologies improve supply chain management. By ensuring that every step of the SCM
process is linked, this pervasive interconnectivity guarantees the accurate delivery of items at the
right time, in the right amount, and to the right places (Xu, 2011). Research highlights the importance
of information sharing in improving coordination among organizations within the supply chain,
resulting in more efficient management. By enabling real-time data exchange and seamless
communication, RFID-IoT technologies facilitate better coordination among manufacturers,
retailers, and suppliers, leading to optimized operations and reduced costs. This enhanced
collaboration and improved information flow ultimately contribute to a more responsive and resilient
supply chain ecosystem, capable of adapting to changing market demands and conditions (Di Mauro
et al., 2020; Lyons * et al., 2005; M. A. R. C. Rakibul Hasan, Fatema Tuz Johora, Md Wali Ullah,
Md Abdul Barek Saju, 2024).

Research Motivation and Objective

In recent years, the integration of RFID and IoT technologies within SCM has seen significant
expansion, driven by a compelling need to streamline operations, reduce costs, and enhance overall
efficiency (Maheshwari et al., 2021; M. A. A. M. Rakibul Hasan, Syeda Farjana Farabi, Jahanara
Akter, Fatema Tuz Johora, 2024; Raut et al., 2021; Raza, 2022). Despite substantial advancements,
existing literature predominantly focuses on either RFID or IoT individually, lacking a
comprehensive review that systematically addresses their combined impact on SCM (Caro & Sadr,
2019; Fatema Tuz Johora & Mahmud, 2024; Manavalan & Jayakrishna, 2019). By means of an
extensive systematic evaluation, this work seeks to close this gap by highlighting the efficiency,
connectivity, flexibility, and adaptability of RFID-IoT applications in SCM. It critically evaluates
their efficacy in optimizing task assignments, workforce management, machine and vehicle
utilization, as well as minimizing time and resource costs. Furthermore, it examines their
interoperability across various SCM components such as raw materials, products, pallets, and
containers, while assessing scalability in marketing strategies and data accuracy. Moreover, the paper
explores the compatibility of RFID-IoT systems with real-time data updates and security standards,
crucial for ensuring seamless integration into modern supply chain environments.

Looking ahead, this review not only consolidates the current state-of-the-art but also identifies key
challenges faced by existing RFID-IoT implementations in SCM. By addressing these challenges,
such as technological integration hurdles and security concerns, the paper provides a foundation for
future research directions. It discusses potential avenues for enhancing RFID-IoT systems in SCM,
emphasizing innovation in technology adoption and integration strategies. Ultimately, this paper aims
to serve as a comprehensive resource for both academics and practitioners, offering insights into the
evolving landscape of RFID-IoT technology and its transformative potential within supply chain
management practices.
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Paper Outline

This paper is structured as follows: Section II begins with a concise overview of RFID and IoT
technologies, highlighting their integration for application in Supply Chain Management (SCM).
Section III outlines the systematic review methodology used for implementation. Section IV
comprehensively surveys RFID-IoT solutions in SCM, addressing each stage of the supply chain
while also examining the associated challenges. Additionally, Section IV discusses current issues
encountered at each SCM stage. Section V focuses on the present challenges and section VI presents
future potential of RFID-IoT technologies. Finally, the concluding section offers summary remarks
and outlines avenues for future research.

Theoretical Background
IoT for Supply chain Management

Kevin Ashton introduced the term "Internet of Things" in 1999, aiming to bridge the gap between
RFID technology and the Internet, revolutionizing data collection and management without direct
human intervention (Ashton, 2009). Today, the concept of loT extends far beyond its origins,
facilitating interconnectedness among various technologies with profound implications, particularly
in supply chain management (Atzori et al., 2010; Bogataj et al., 2017; Rakibul Hasan). The
challenges within supply chains, such as delivery efficiency, continuous monitoring, and
collaborative partnerships (Ben-Daya et al., 2019), find potential solutions through IoT's network of
internet-connected physical objects. This infrastructure enables stakeholders to achieve greater
transparency and visibility by monitoring variables like temperature, location, humidity, and other
critical parameters in real-time (Miorandi et al., 2012).

Furthermore, [oT integration promises significant reductions in waste and costs across supply chains
(Mathaba et al., 2017; Verdouw et al., 2013). Technologically, [oT relies on foundational elements
such as RFID and GPS, enabling seamless data transmission to the internet for analysis and decision-
making (Lee et al., 2018). Its applications span diverse sectors, including agriculture and healthcare,
where tracking and monitoring of goods and services play pivotal roles in ensuring quality and safety
(Jabin et al., 2024; S. F. F. Rakibul Hasan, Md Kamruzzaman , Md Khokan BHUYAN , Sadia Islam
Nilima , Atia Shahana 2024; Yan, 2017). Despite these advancements, widespread adoption of [oT
in supply chains faces persistent challenges, including security vulnerabilities, lack of standards,
interoperability issues, and limitations in hardware and software (Birkel & Hartmann, 2019). These
complexities necessitate robust solutions to enhance data security and privacy protections to foster
widespread adoption (Lin et al., 2017; Md Abdullah Al Mahmud, 2024; Shahana et al., 2024).

From a business perspective, trust emerges as a critical factor influencing the adoption of IoT
technologies. Stakeholders must navigate concerns around data privacy, particularly as IoT generates
vast amounts of private data. Addressing these privacy challenges requires robust security
mechanisms, with blockchain technology emerging as a potential solution due to its decentralized
nature and enhanced data management capabilities in emergency scenarios (Khan & Salah, 2018).
However, centralized databases remain vulnerable to cyber-attacks, underscoring the need for secure
data exchange protocols between organizations. These challenges highlight the tension between the
ideal of a transparent global supply chain and the practicalities of implementing secure and efficient
IoT infrastructures.

RFID for Supply chain Management

RFID technology has garnered significant attention across diverse sectors such as defense,
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healthcare, transportation, and agriculture due to its versatile applications (Chen et al., 2010; Gope et
al., 2018; Ibrahim, 2018). At its core, RFID comprises three essential components: the reader (or
transceiver), antenna, and tag. Utilizing Radio Frequency (RF) waves, RFID systems activate and
power tags, which then respond by transmitting stored information back to the reader. Tags, whether
passive or active, play crucial roles based on their power requirements and functionality. Passive tags,
powered by RF energy from readers, offer cost-effective deployment for tracking multiple objects
simultaneously. In contrast, active tags, equipped with their power source, provide longer reading
ranges and continuous real-time data, albeit with a limited lifespan (Chen et al., 2020).

The versatility of RFID lies in its ability to monitor dynamic changes in state, position, and attributes
of tagged objects effectively. Passive tags, due to their energy-efficient design, facilitate economical
deployment across various applications, minimizing operational costs and maintenance efforts (Chen
et al., 2020). Furthermore, RFID systems ensure high reliability in detection and identification tasks,
significantly reducing the probability of missing or failure detection. This reliability enhances system
efficiency and ease of implementation, supporting seamless integration into existing operational
workflows.

In practical terms, RFID systems offer several distinct advantages. They enable "place and go"
scenarios, where tagged items can be swiftly identified and tracked without manual intervention,
streamlining logistics and inventory management processes. Moreover, the ability to read multiple
tags simultaneously enhances operational efficiency in environments requiring rapid and accurate
data capture. Overall, RFID technology continues to evolve as a robust solution for enhancing
traceability, security, and efficiency across a wide range of industries and applications. The RFID
technology is categorised based on the frequency of operation and the types of applications it can
handle (See Table 1).

RFID RFID RFID Read Transmission | Applications

frequency properties | frequencies | range rate

range of

functionality

Low Passive 125-134 Short Slow Retail counting and

Frequency kHz manual warehouse

(LF) 30-300

kHz

High Passive 13.56 MHz | Medium | Medium Computerized object

Frequency tracking

(HF) 3-30

MHz

Ultra-High Passive 433 MHz | Long Fast Monitoring and

Frequency and 865- updating  logistics

(UHF) 300 956 MHz changes for several

MHz-3 GHz and 245 sites

GHz

Microwave | Active 2.45-5.8 Very Very Fast Observation in real

2-30 GHz GHz Long time of workers,
assets, and works in
progress (WIP)
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Table 1. Rfid Features, Frequency Ranges, And Secm Implementations (Tan & Sidhu, 2022)

RFID-IoT for Supply chain Management

RFID technology, in conjunction with IoT, represents a transformative force in creating
interconnected networks of physical objects capable of exchanging real-time data. IoT allows for
easy tracking of item location, statuses, motions, and operations because it is a dynamic global
network in which every physical and virtual asset is uniquely recognized (Alwadi et al., 2017). This
integration facilitates remote accessibility to devices, empowering them to communicate
autonomously and make intelligent decisions based on sensor inputs from other machines. The loT
architecture typically comprises three primary layers: the perception layer for data collection from
RFID tags and various sensors, the network layer for transmitting this data, and the application layer
for analyzing and visualizing collected information within supply chain management (SCM) systems
(dos Santos & Dias Canedo, 2019). Five different layered architectures are required for an IoT system
to interface with business or management models (Khan et al., 2012). The perception, network,
middleware, application, and business layers make up the five layers of the architecture (see Figure
2).

[Syst = - | [Sysu-m Management ] lSystem Manigement | [Sysu:m Management ]
em Managem
| Application and Smart Management |
{ [ Middleware Layer | | Ubiquitous Computing | | Database |
[ Information Passing | | Service Management | | Decision Making Unit |
Network Layer Secure Transmission 3G/ 4G, Wi-F1, Bluetooth, \
Infra-red el
4
Perception Layer Physical Objects RFID, Barcode, Infra-red
' Sensors ele.

Figure 2. RFID-IoT layered architecture (Tan & Sidhu, 2022).

In SCM applications, RFID and IoT enable the automatic identification and monitoring of objects,
stocks, equipment, and even workers, capturing real-time data to track processes such as production
starts and finishes. This capability enhances operational efficiency by providing detailed insights into
inventory management, resource allocation, and quality assurance (Qu et al., 2019). By leveraging
RFID and IoT technologies, businesses can optimize production timelines and costs throughout the
supply chain, from manufacturing to retail. This integration not only ensures transparency in product
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tracking but also enhances brand protection and customer satisfaction through verified traceability
of every ingredient and production stage.

Review Approach

To reduce the impact of reviewer biases and reveal the characteristics and structure of research
domains concerning RFID-IoT applications in SCM, this study meticulously selected relevant
literature. We started by searching for RFID, 10T, and Supply Chain Management-related terms; we
made sure to exclude any results from white papers, theses, chapters in books, or websites. We
considered only research articles that were published in English during the last ten years and were
directly related to the issue. After then, the papers were sorted into four groups: retail management,
product manufacturing management, inventory management, and shipping and distribution
management. After carefully reviewing recent research, the author settled on this classification
scheme. In order to find characteristics and trends in the field of supply chain management, all of the
chosen publications were carefully reviewed. The study was further bolstered by the inclusion of a
couple of more articles. This study's article selection approach is shown in Figure 3.
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Research Article Database

\
Search using Keywords including
RFID, IoT in Supply Chain

Y

Article Published
between 10 Years

Excluded |[€

Published in English
Language
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Study

Divide articles into four major sections

v
Identify Research patterns and
Properties

Figure 3. Existing literature review methodology.
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Findings

Manufacturing, shipping and distribution, inventory, and retail are just a few areas that benefit greatly
from RFID-IoT technology' automatic product identification, ubiquitous networking, and real-time
data transfer. Figure 4 shows how these steps incorporating RFID-IoT into the supply chain fill a
need that has been identified in previous research. These studies tend to ignore the importance of
product shipping and distribution in the supply chain, which causes problems with classification, as
well as increased costs and risks (Sarac et al., 2010). The deployment of RFID-IoT technologies aids
in reducing product costs, improving product quality, optimizing processes, and facilitating
communication and services among multiple parties. Analytical modelling, simulation, case studies,
experiments, and return on investment evaluations were among the methods used by Wan et al.
(2017) to examine the effects of RFID-IoT. The purpose of this work is to bring attention to the
important contributions of scholarly articles in four main areas: methodology, design, and
applications in the supply chain. These categories are based on an exhaustive survey of RFID-IoT
literature

W

Product Shipping and Distribution Inventory

] !

Product Manufacturing Retail Shop
Suppliers Consumers

Figure 4. Stages of RFID-IoT method in SCM.
Product Manufacturing Management

In order to succeed in today's market, manufacturers have come to realize that they must change their
processes and way of thinking as an organization. This is especially true when it comes to tracking
and controlling the flow of raw materials. Technology, particularly the Internet of Things (IoT) and
sensory wireless networks like radio frequency identification (RFID), can greatly facilitate this
transition. Making sure the proper material gets to the right place on shelves is a complex operation,
but these technologies make it possible to identify and track goods or objects in real-time, simplifying
the process. In addition to lowering the incidence of human mistake and the need for a big
workforce—a factor that contributes to high turnover rates—RFID-IoT technology improves labor
efficiency and cost-effectiveness in production. There are three key areas where RFID-IoT excels:
managing products and resources, operations, and information. Product and resource management
can benefit from RFID-IoT by better monitoring products, machinery, and employees, as well as by
discovering where resources come from. It helps operational managers to precisely predict when jobs
will be finished by providing real-time status updates. With RFID-IoT, data analysis for decision-
support tools becomes more easier in the realm of information management. The technology's
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benefits can be better understood by stakeholders from a variety of angles, depending on their
individual requirements, if they are grouped into these three areas.

Applications of Product Manufacturing Management

An new active shopfloor material handling solution was proposed by Gope et al. (2018) that utilizes
real-time navigation and several manufacturing data sources. To optimize movement activities, this
system employs a novel allocation technique. It also focuses on reducing transportation costs and
features an intelligent tram with sensing and automation capabilities. In a data-driven, real-time
Internet of Things (IoT) setting, active RFID sensing technology improves the flow of process for
dynamic material handling operations, leading to more efficient bulk tracing and tracking. Transport
expenses for large-scale manufacturing can be reduced thanks to the system's optimization of tasks
based on time, cost, quality, distance, priority, and volume, which minimizes human handling errors.
Better energy efficiency and lower costs are the goals of the cognitive computing solution for
advanced material handling, which features a high-performance cloud-based system with various
mapping and localization algorithms, notification services, and decision-making procedures (Segura
Velandia et al., 2016) . This system proves to be better than the old ways of delivery. To further
address processing faults and product recalls, RFID and IoT technologies are employed to monitor
and control the assembly of automobile components. To monitor the assembly and production of
crankshafts, Doinea et al. (2015) investigated the adaptability and interoperability of radio frequency
identification systems. The optimized reader antenna architecture and low-cost UHF RFID passive
tag performed admirably in metal environments and were easily adaptable to additional vehicle
components. The integrated IoT system provides a more economical substitute for conventional
camera-based systems by collecting real-time data from many operations and transmitting it to a
factory-based server.

In the realm of manufacturing, the quality and safety of materials used are paramount, and consumers
increasingly demand transparency regarding these materials. This includes detailed information
about ingredient descriptions, quantities, and any non-compatible substances, including their
chemical compositions. Li et al. (2017) introduced a food safety management system designed to
monitor the entire food production process using data from raw materials, such as organic fertilizers
and seeds, as well as the growth environment. This system leverages loT sensors and RFID tags to
collect identification data, which is then streamed to a data center for real-time traceability. This
automated and effective approach significantly enhances product quality visibility and ensures safety,
surpassing traditional methods like barcode technology. Additionally, the combination of RFID and
QR technology, as proposed in (Wang et al., 2016), offers a cost-effective solution for large-scale
manufacturing by enabling real-time tracking and tracing of prepackaged food. This system not only
counts numbers but also detects excessive additives, unhealthy ingredient portions, and expiration
dates, with validation and alert mechanisms to promptly address any food quality or safety issues.
Through these advancements, the transparency of ingredient usage and the integrity of the food
processing ecosystem are substantially improved, reassuring consumers about the safety and
accuracy of the product labeling.

Particularly in settings where a wide variety of items are made at the same time on a common
assembly line, work schedules have a major influence on production efficiency. Achieving optimal
productivity requires careful planning of all available resources, including but not limited to
machinery, tasks, personnel, and supplies. Industrial Petri Net (MPN), developed by Zhang, Zhang,
Wang, et al. (2015), is an Internet of Things (IoT) solution that uses intelligent tool agents linked to
RFID-tagged industrial products in real time. Through simulation tests, this strategy improves
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workflow efficiency and addresses schedule search stagnation by enhancing the MPN model with
the Ant Colony Optimization (ACO) metaheuristic method. A related study by Shen et al. (2006) also
suggested an [oMT architecture for collecting data in real-time from different parts of a
manufacturing process. This framework allows for two-way communication across machine,
enterprise, and manufacturing layers, integrating data from employees, substances, activities, and
equipment. It is crucial to have real-time production scheduling in ubiquitous manufacturing
environments. In their demonstration of real-time scheduling using RFID, Zigbee, and the Internet
of Things, Wan et al. (2017) used multi-agent systems. The authors proposed four agent models for
optimizing production management in simulated scenarios: machine, capability evaluation, real-time
scheduling, and process monitor.

Utilizing radio frequency identification (RFID) and the internet of things (IoT), Chen et al. (2020)
presented a novel approach to system structure and layout for the semiconductor production sector.
They propose using Manufacturing Execution Systems (MES) to collect RFID data directly into a
centralized database, bypassing the traditional use of RFID memory (EEPROM). This approach
significantly mitigates the risks associated with data reading and updating failures. By altering the
manufacturing operation flow, this design enhances the quality and efficiency of data reading,
aligning well with the characteristics of IoT while reducing costs. However, while RFID-IoT
technology addresses the challenges of rapid data reading and updating, the proposed solution
necessitates that the collected data be formatted into smaller sizes to optimize performance.

Challenges Faced in Product Manufacturing Management

Because of the quick changes brought about by technology, the industrial industry is encountering
enormous difficulties. Materials, complicated assembly jobs, agile manufacturing processes, product
quality, and worker productivity have all been the subject of much written about when it comes to
the creation of modern production systems. Regardless, the ever-changing nature of manufacturing
resources is ignored in a lot of studies, which restricts their usefulness to theoretical contexts or
controlled lab environments. Battery life, operational frequency, size, practicality, and accuracy are
all important real-world considerations that need to be thoroughly verified (Zhang, Zhang, Du, et al.,
2015). Problems with system design, scalability, compatibility, and decision-making processes also
slow down technology adoption in manufacturing. While software consultants do their best to base
system designs on manufacturers' main requirements, there are additional hurdles to overcome when
integrating with preexisting systems such as MES and production scheduling software. Database
administration, data input from batch and real-time processing, and connection bandwidth are all
areas that might need some optimization to cut down on latency and downtime. Unanticipated
obstacles cause many of the suggested solutions to fail in real-world implementations, even though
they work fine in simulations. To construct predictive models, such those employing machine
learning, to give business insights and help decision-making, it is essential for consultants and
domain experts to communicate effectively and gather, analyze, and apply relevant data. According
to the literature, these concerns are outlined in Table 2.

Reference Objective Problem
(Zhang et al., | Distribution | Particularly in the realm of agile software and
2014) of hardware, the integration of the suggested
manufactur | solution with the current system (i.e., production
ed goods scheduling system or MES) is crucial. It is
possible to optimize the system architecture
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even further.  Expensive solution, particularly
for widespread implementation. Additional real-
world instances should be used to further
evaluate the system's scalability and
compatibility.

(Segura Velandia
etal., 2016)

Distribution
duties in
manufacturi

ng

The cloud does not yet completely utilize. The
suggested and integrated answer using the
current setup (i.e. example, a system for
scheduling  production or management
information systems (MES), especially in the
context of lightweight software , system
compatibility and scalability should be tested
with additional real-life scenarios, as well as
hardware technologies.

(Doinea et al.,
2015)

Motor
vehicle
component,
crankshaft

The implementation cost is increased due to the
necessity to customize the RFID solution. The
solution's compatibility with the current setup,
especially in the case of agile software and
hardware. Products, processes, and employees
are the only areas that can be considered in
conventional Business Intelligence (BI) studies.

The proposed solution does not incorporate
domain expert knowledge. The solution is
expensive, particularly when implemented on a
wide scale. It is possible to optimize the
system architecture even further.  Additional
real-life instances should be used to further
assess the system's scalability and compatibility.

(Lietal., 2017)

Food

The autonomous sensor structure's needs must
be considered while tailoring an RFID solution.

Data about redundancy.  The processing of
large amounts of data causes system lag. It is
possible to optimize the system architecture
even further.  This solution does not take into
account domain experts' insights. Deploying the
solution on a wide scale can be quite expensive.

(Wang
2016)

et al,

Pre-process
food

The safety of the system has to be beefed up.
Processing massive data causes system lag.

There is room for improvement in the system
architecture. There has to be an improvement in
the decision-making process.  The approach
can be somewhat pricey, particularly when used
on a wide scale. It would be wise to test the
system's compatibility and scalability with
additional real-world scenarios.
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(Zhang, Zhang, | Process of | There is a restriction on the breadth of dynamic
Wang, et al., | manufacturi | events. Adding more Internet of Things
2015) ng devices is a good idea. Delays in the system
caused by processing huge data.  Additional
real-life instances should be used to further
assess the system's scalability and compatibility.

Table 2. Overview of the Problems in the Management of Product Manufacture.
Shipping and Distribution Management

In today's competitive landscape, effective shipping and distribution management is indispensable
for companies seeking enhanced competitiveness and profitability. By efficiently managing the
movement and storage of products from source to end-user, organizations can streamline operations
and reduce costs. However, the traditional challenges of coordination among multiple stakeholders,
including manufacturers, transporters, storekeepers, and consumers, often lead to inefficiencies and
fragmentation. Leveraging technologies like RFID and IoT offers a transformative solution. These
technologies enable seamless connectivity across all parties within a unified platform, facilitating
real-time access to critical information such as location updates during product transfers. This
transparency enhances planning and readiness for receiving or dispatching shipments, thereby
optimizing processes and lowering distribution costs, even in scenarios involving customized
products or mass orders.

Application of Shipping and Distribution Management

Finding major gaps in procedures like identification, tracking, real-time data streaming, operational
compatibility, and resource management, the literature delves further into automation in shipping and
distribution applications. Product delivery and arrival times have been significantly affected by these
inadequacies, which has reduced overall process efficiency. The goal of the public logistic system
suggested by Wu et al. (2012) is to improve cooperation between businesses by making asset and
status information more transparent and easy to see. By utilizing RFID sensors and the loT for real-
time asset information, this revolutionary approach presents a new revenue model for industrial
parks. To optimize processes like check-in/out, real-time routing, vehicle status monitoring, and
resource utilization, it is crucial to have excellent asset and service tracing, especially for numerous
stakeholders like manufacturers. Flexible, easily deployable, and XML-based data sharing is
prioritized in the system's infrastructure design. In addition, the integration of many technologies
such as RFID, WSN, cloud computing, and the Internet of Things has the potential to alleviate the
problems associated with water-based logistics by improving communication and visibility in real-
time and by eliminating the delays caused by traditional methods of exchanging data from vessels
equipped with automatic identification systems (AIS).

In shipping and distribution, rescheduling is a typical problem that causes inefficiencies including
squandered vehicle loading capacity and loading task mistakes. Liu et al. (2019) offered a solution
to this problem by combining loT technologies with RFID tags, readers, sensors, and actuators to
gather accurate data in real-time from various sources. To optimize routes and schedule vehicles
efficiently, this framework allows for real-time information on traffic, road conditions, logistical
resources, and new job requests. A software dashboard can display data in real-time, enabling
adjustments to be made on the fly according to driver preferences and operational requirements.
Optimal routing services allow this approach to maximize vehicle utilization while decreasing
resource wastage, especially in the area of fuel usage. Furthermore, supply chain management is
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aided by a scheduling and routing network model that makes use of RFID and GPS. This model
allows for the real-time monitoring and adjustment of schedules and routes, ultimately leading to an
improvement in logistical efficiency (Ding et al., 2018).

Transparency in transportation between businesses is crucial for improving the dependability of
logistics services, according to Gnimpieba et al. (2015). They suggest a system that uses RFID and
the internet of things to implement IPTD, or integrated production and transportation task
dispatching, and RTSM, or real-time transportation status monitoring. To further optimise IPTD and
minimise transportation and manufacturing expenses, better teaching-learning based optimisation
(TLBO) is employed. In order to keep an eye on tasks and their status in real-time, this method
incorporates transportation and production data. It provides decision-support tools for managing
orders and production schedules. Being a Web-based application (WebAPP), the system guarantees
independence, scalability, and simple reconfiguration. It also analyses workloads, machine status,
and previous task data to enable dynamic decision-making for transportation jobs across enterprises.
With the use of cloud-based technologies like RFID, the Internet of Things (IoT), GPS/GPRS, and
Google Cloud Platform (GCP), this all-inclusive solution ensures performance and scalability by
efficiently sharing information and managing databases (Pal & Kant, 2018).

Alfian et al. (2020) conducted a comprehensive review exploring the potential of sensor-based
infrastructure, specifically RFID-IoT systems, to mitigate food waste and maintain the freshness of
perishable goods throughout the supply chain. Their study emphasizes the integration of centralized
data collection and analytics via cloud computing, which facilitates real-time monitoring and
management of food products. Utilizing machine learning, particularly XGBoost, the authors
developed a model to track product movements such as shipping and receiving, enhancing
traceability and ensuring quality control by monitoring factors like humidity and temperature. Alfian
et al. (2017) further proposed a multilayer perceptron neural network to handle missing sensor data,
crucial for maintaining food safety standards, particularly for sensitive products like kimchi. This
integrated approach not only improves logistical efficiency but also enhances overall food quality
management through innovative technological solutions.

Challenges Faced in Shipping and Distribution Management

Being crucial mediators between suppliers, manufacturers, retailers, and consumers, shipping and
distribution provide numerous issues within the supply chain. The current body of research highlights
numerous important uses, including task monitoring, scheduling, route optimization, real-time
vehicle tracking, and food quality verification. However, connectivity problems in rural locations
make continuous data input even more complicated due to the transient nature of maritime
conditions. Thinking about things like ROI, development costs, scalability, and long-term viability is
crucial when implementing these technologies and it also requires stakeholders to work together.
Traditional cost-minimization tactics are giving way to more holistic approaches that aim to
maximize overall profitability across the supply chain, but a definitive support mechanism for
shipping and distribution management is still hard to come by. Achieving comprehensive integration
across varied stakeholder requirements for effective communication, coordination, and
administration from manufacturing facilities to distribution centers to retail outlets is no easy feat.
Table 3 details all of the obstacles.

Reference Objective Problem
(Wu et al., | Transportation | A company's acceptance of this idea is gradual. Adding
2012) in supply hub | more Internet of Things devices is a good idea. Delays in
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the system caused by processing huge data. Since the
internet does not reach many regions, the deployment work
becomes more complex. Changing development and
deployment to accommodate different stakeholders' needs is
difficult. System security should be tightened, particularly
when dealing with several platforms. Included should be
decision-making mechanisms. Additional  real-life
scenarios should be used to evaluate the system'’s scalability
and compatibility.

(Liu et al., | Inland Because there are still many places that do not have access
2019) shipping to the internet, the deployment task is challenging.
Changing development and deployment to accommodate
different stakeholders' needs is difficult. ~ System security
should be tightened, particularly when dealing with several
platforms. Included should be decision-making
mechanisms.  Additional real-life scenarios should be used
to evaluate the system's scalability and compatibility.
(Ding etal., | Schedule and | Achieving effective management requires optimizing the
2018; Lam | Transportation | distribution of resources.
& Ip, 2019) | route A plethora of platforms is a hallmark of complex systems.
optimization It is possible to optimize the system architecture even
further.  Changing development and deployment to
accommodate different stakeholders' needs is difficult.
Additional real-life scenarios should be used to evaluate the
system's scalability and compatibility.
(Gnimpieba | Production When there are a lot of platforms, system complexity
etal., 2015) | and increases. Changing development and deployment to
Transportation | accommodate different stakeholders' needs is difficult.
tasks System security should be tightened, particularly when
dealing with several platforms. Delays in the system caused
by processing huge data. It is possible to optimize the
system architecture even further. Included should be
decision-making mechanisms. Additional real-life
scenarios should be used to evaluate the system's scalability
and compatibility.
(Pal & | Pallet and | Optimization, coordination, and service quality are three
Kant, 2018) | Container areas where workflow management can be improved.
transportation There ought to be decision-making processes. Complex
systems, in particular, comprise a wide variety of platforms.
Processing massive data causes system lag. It would be
helpful to include a real-world example.
(Alfian et | Fresh food | The acquired data is not reliable since real-world logistic
al., 2020) transportation | activities are very dense and dynamic. Modules with errors.

Cellular reception is spotty because of the unreliability of
the internet. Dealing with several platforms adds
complexity to the system. Because it incorporates so many
different platforms, system security should be beefed up.
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It is possible to optimize the system architecture even

further.
(Alfian et | Perishable The incorrect identification may result from inaccurate
al., 2017) food readings.  Additional real-life scenarios should be used to

transportation | evaluate the system's scalability and compatibility.

Readers, tags, and loT sensors should all have their
security tightened. It is possible to optimize the system
architecture even further.

(Qu et al., | Perishable Particularly in reader, tags, and IoT sensor, system security
2016) food has to be beefed up. It is possible to optimize the system
transportation | architecture even further.  The system's scalability and
compatibility need additional testing with actual users.

(Urbano et | Fruits The amount of data that can be stored in memory is currently
al., 2020) transportation | insufficient. A warning system is not being suggested. A
complicated system, in particular, will involve several
platforms. It makes sense to strengthen system security,
particularly when dealing with many platforms. A system
for making decisions ought to be laid forth.

Table 3. Overview of the Problems in the Management of Shipping and Distribution.
Inventory Management

Effective inventory tracking is critical for modern supply chains, serving as a linchpin for business
success. It encompasses receiving, storing, processing orders, and fulfilling customer demands
promptly. The primary goals include optimizing inventory and operational costs while maintaining
responsive customer service. Traditionally challenged by heavy workloads and diverse product
demands, inventory management has seen significant improvements with RFID-IoT innovations.
These technologies facilitate precise product tracking, equipment maintenance scheduling, space
optimization, environmental monitoring, and streamlined workforce management, enhancing overall
efficiency and profitability in supply chain operations.

Application of Inventory Management

Managing real-time sensory data within warehouses, optimizing space utilization based on
fluctuating product needs, and efficiently storing products have all put inventory management in the
spotlight. Novel approaches to these problems have recently emerged as a result of technological
progress. For instance, a low-cost system for passive RFID tag detection, identification, and
monitoring has been developed by researchers. It uses a Raspberry Pi as the central server and
NodeMcu with ESP8266-12¢ Wi-Fi modules. This approach minimizes interference and reduces
maintenance costs while integrating seamlessly with cloud-based IoT platforms for real-time
monitoring and dynamic operational adjustments in both internal and external warehouse
environments. By replacing traditional manual methods with cloud-based resource management,
these systems enhance forklift utilization, shipment efficiency, and overall inventory space utilization
rates. Moreover, safety and compliance in product storage are ensured through sophisticated class-
based categorization and compatibility rules, preventing hazardous incidents by segregating
chemically incompatible products (Abdel-Basset et al., 2018). These advancements underscore the
critical role of RFID and IoT integration in transforming inventory management, optimizing
logistical processes, and meeting the demands of dynamic supply chains efficiently.
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The importance of inventory management, particularly concerning Returnable Transport Items
(RTT), is underscored in the literature (Zhang, Zhang, Du, et al., 2015). This paper introduces a robust
RFID-IoT peer-to-peer system designed for managing packaged gas cylinders, offering benefits such
as reduced cycle times, scalable capacity expansion, automation, and lower costs associated with
asset loss. The proposed solution aims to achieve three primary objectives: first, to accurately identify
each cylinder with detailed information including testing schedules and delivery dates; second, to
ensure precise tracking of cylinder locations to prevent misplacement and loss; and third, to assess
cylinder condition through environmental and internal evaluations, thereby providing valuable data
for both operational and customer insights. Utilizing RFID and IoT technologies, this system
addresses the comprehensive management of reusable containers within the supply chain, optimizing
resource recovery and enhancing efficiency through real-time tracking of utilization rates, status
updates, return times, and quantities (Zhang et al., 2014). Simulation studies validate the solution's
cost-effectiveness and reliability over the long term, crucially supporting its adoption across multiple
industries seeking sustainable and efficient inventory management solutions.

In their research, Anandhi et al. (2019) introduced a comprehensive framework leveraging RFID and
IoT technologies via a dedicated website to enhance secure and intelligent inventory management.
This framework emphasizes product identification, traceability, and transparency of information,
aiming to reduce time and costs while improving customer satisfaction. By analyzing cause-effect
relationships among criteria such as dependability, service, network, and privacy through a
correlation matrix, the study prioritizes requirements effectively. Addressing security concerns, a
previous study proposed an end-to-end authentication protocol to mitigate risks in RFID-based
inventory systems (Tejesh & Neeraja, 2018). This protocol ensures mutual authentication between
tag-reader, reader-cloud server, user-reader, and user-cloud server, enhancing item availability and
security without the computational intensity of traditional encryption methods. The use of session
keys during authentication further optimizes computational and communication costs, making the
system suitable for tracking objects in transit as well.

Challenges Faced in Inventory Management

Effective inventory management systems play a crucial role in navigating the unpredictable supply
dynamics of products. However, contemporary challenges arise from fluctuating customer
preferences, posing complexities in inventory planning strategies. Recent literature underscores the
integration of advanced analytics models to forecast demand, yet real-time data remains
underutilized, hindering precise forecasting capabilities. This gap persists in both qualitative and
quantitative analyses, influencing adoption rates among small to medium enterprises (SMEs).
Additionally, some entities opt for on-premises servers and databases due to policy restrictions and
reliance on legacy technologies, thereby escalating costs and impeding innovative solutions
deployment. These multifaceted issues underscore the need for comprehensive solutions to foster
continuous sectoral development. Table 4 details all of the obstacles.

Reference | Objective Problem
(Yang et | Inventory A company's acceptance of this idea is gradual. Adding
al., 2018) management more Internet of Things devices is a good idea. Delays in

the system caused by processing huge data. Since the
internet does not reach many regions, the deployment
work becomes more complex. Changing development
and deployment to accommodate different stakeholders'
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needs is difficult. System security should be tightened,
particularly when dealing with several platforms.
Included should be decision-making mechanisms.
Additional real-life scenarios should be used to evaluate
the system's scalability and compatibility.

(Trab et
al., 2018)

Dynamic
inventory tasks

Because there are still many places that do not have access
to the internet, the deployment task is challenging.

Changing  development and deployment to
accommodate different stakeholders' needs is difficult.

System security should be tightened, particularly when
dealing with several platforms. Included should be
decision-making mechanisms. Additional real-life
scenarios should be used to evaluate the system's
scalability and compatibility.

(Zhou et
al., 2017)

Product
and
utilizing

storing
space

Achieving effective management requires optimizing the
distribution of resources.

A plethora of platforms is a hallmark of complex systems.
It is possible to optimize the system architecture even
further.  Changing development and deployment to
accommodate different stakeholders' needs is difficult.
Additional real-life scenarios should be used to evaluate
the system's scalability and compatibility.

(Paul et
al., 2019)

Dynamic
inventory
environment

When there are a lot of platforms, system complexity
increases.  Changing development and deployment to
accommodate different stakeholders' needs is difficult.
System security should be tightened, particularly when
dealing with several platforms. Delays in the system
caused by processing huge data. It is possible to optimize
the system architecture even further. Included should be
decision-making mechanisms. Additional real-life
scenarios should be used to evaluate the system's
scalability and compatibility.

(Abdel- Space utilization | Optimization, coordination, and service quality are three
Basset et | insmartinventory | areas where workflow management can be improved.
al., 2018) management There ought to be decision-making processes. Complex

systems, in particular, comprise a wide variety of

platforms.  Processing massive data causes system lag.

It would be helpful to include a real-world example.

(Zhang, Explosive The acquired data is not reliable since real-world logistic
Zhang, product inventory | activities are very dense and dynamic. Modules with
Du, et al., | management errors. Cellular reception is spotty because of the
2015) unreliability of the internet. Dealing with several

platforms adds complexity to the system. Because it
incorporates so many different platforms, system security
should be beefed up. It is possible to optimize the
system architecture even further.
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(Kalange Returned item | The incorrect identification may result from inaccurate
et al., | management readings.  Additional real-life scenarios should be used
2017) to evaluate the system's scalability and compatibility.

Readers, tags, and 10T sensors should all have their
security tightened. It is possible to optimize the system
architecture even further.

(Anandhi Secure inventory | Particularly in reader, tags, and loT sensor, system
et al., | management security has to be beefed up. It is possible to optimize
2019) the system architecture even further. The system's
scalability and compatibility need additional testing with
actual users.

(Tejesh & | Inventory  data | The amount of data that can be stored in memory is
Neeraja, security currently insufficient. A warning system is not being
2018) suggested. A complicated system, in particular, will
involve several platforms. It makes sense to strengthen
system security, particularly when dealing with many
platforms. A system for making decisions ought to be
laid forth.

Table 4. Overview of the Problems in the Management of Inventory.
Retail Management

The introduction of smart devices such as smartphones and tablets has greatly changed the retail
business and the way customers purchase. Retailers successfully connect their businesses with end-
users by automating product searches according to customer preferences. Improving customer
satisfaction and product visibility are two primary goals of effective retail management. Other
objectives include optimising profit margins and reducing operating costs. Among these
responsibilities is the capacity to manage a wide range of products, keep them in stock, and respond
to changing demand patterns. The importance of keeping products clean and in good condition has
been highlighted by the current COVID-19 pandemic; thus, there is a pressing need for retail
solutions that strike a good compromise between hygiene regulations and operational efficiency.

Application of inventory management

RFID and IoT technologies have catalyzed significant advancements in retail management,
addressing critical challenges through enhanced connectivity and data integration. These
technologies empower retailers to streamline operations and elevate customer experiences by
ensuring efficient product tracking and seamless information dissemination. By tagging products
with RFID, essential data such as availability, pricing, expiration dates, and nutritional information
can be instantly relayed to consumers via loT-connected mobile applications. This real-time access
not only enhances shopping convenience but also facilitates personalized marketing strategies and
informed decision-making based on detailed consumer behavior insights. Studies utilizing RFID,
NFC, and IoT-enabled systems further augment customer engagement by analyzing shopping
patterns and preferences. Such insights enable retailers to proactively customize product offerings
and optimize store layouts, ultimately fostering a more tailored and satisfying shopping experience
for consumers.

Hester and Tentzeris (2016) advocate for an advanced information application system architecture
tailored to optimize every facet of the fresh food supply chain, including shipment planning, transport
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logistics, and real-time product tracking. This integrated approach not only ensures the efficient
monitoring of perishable items but also significantly enhances customer satisfaction by providing
timely updates on product availability, thereby minimizing booking cancellations. Concurrently,
advancements in RFID technology, such as the Van-Atta reflectarray structures and screen-printed
UHF RFID tags developed by Sharif et al. (2019) and subsequent studies, address inherent hardware
limitations and reduce implementation costs in large retail environments. These innovations not only
extend the range and reliability of RFID systems but also enhance their suitability for diverse retail
applications, including those with metallic infrastructure like refrigerators and shelves. By leveraging
these advancements, retailers can achieve cost-effective, eco-friendly solutions that improve
operational efficiency while meeting stringent food safety and sustainability standards, thereby
paving the way for future loT-driven advancements in retail management.

In recent RFID-IoT applications, ensuring secure and robust authentication protocols between RFID
readers and tags is paramount beyond traditional hardware research (Bardaki et al., 2012). This
pioneering work introduces an ultra-lightweight protocol utilizing basic bitwise XOR and left-
rotation logical operations for mutual authentication. Emphasizing minimal computation, storage,
and communication overhead, the protocol addresses critical concerns including data confidentiality,
integrity, and resistance to various attacks, while safeguarding RFID tag anonymity and preventing
tracking. Such advancements are crucial in retail management, where shops are highly vulnerable
within the supply chain management (SCM) ecosystem. By instilling consumer confidence in
networked RFID-IoT systems, this innovation not only enhances operational efficiency but also
supports dynamic pricing and promotional strategies (Lim et al., 2013). This approach focuses on
perishable items, leveraging RFID-enabled functionalities to monitor in-store product quantity, sales
volume, expiration dates, and replenishment needs. By optimizing RFID tag and antenna placements
based on product categories and employing robust loT data pipelines, retailers can achieve enhanced
supply chain visibility and foster effective collaboration with suppliers, ultimately improving supply-
demand dynamics in volatile markets.

Challenges Faced in Inventory Management

Retail management is increasingly leveraging RFID and IoT technologies to revolutionize customer
shopping experiences. By focusing on item-level tagging and real-time data streaming, retailers are
optimizing both operational efficiency and financial performance. These innovations address
longstanding challenges in traditional retail settings, such as item location difficulties, out-of-stock
issues, inadequate sales assistance, and lengthy checkout processes. The integration of RFID enables
enhanced inventory visibility, leading to better stock management and reduced instances of product
unavailability. Moreover, IoT capabilities facilitate live data analytics, offering insights into customer
behavior and preferences in real-time. However, while these advancements promise significant
benefits, challenges remain in ensuring RFID tag readability, accuracy, and data security across
diverse retail environments. Future developments should prioritize scalability and compatibility to
maximize the technology's effectiveness across various retail applications, fostering continuous
innovation and improved decision-making tools in the industry. Table 5 details all of the obstacles.

Reference | Objective Problem
(Chan et | Retail shop | Limited availability of real-time data. Improvements could
al., 2018) | application be made to the security and reliability of data. There has to

be a way to make decisions. The system's compatibility has
to be tested with additional real-life scenarios.
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(Choi et | Customer It is essential to frequently update the rules of the fuzzy
al., 2015) | behavior in the | interference engine. The use of human reasoning and
retail shop knowledge is essential. Limited availability of real-time
data. Improvements could be made to the security and
reliability of data. There needs to be a system in place for
making decisions. The system's compatibility and scalability
need additional testing with real-world circumstances.
(Hester & | Food retail | Customer unwillingness to divulge personal details.
Tentzeris, | shop Improvements could be made to the security and reliability
2016) of data. The financial and ROI effects on existing business
strategies are unclear.
(Sharif et | RFID design in | There needs to be more research on readability accuracy,
al.,, 2019) | retail computation of the new RFID design's lifespan, addition of
management middleware components (such as a buffer mechanism),
inclusion of decision-making mechanisms, and further
evaluation of the system'’s scalability and compatibility with
more real-life scenarios.
(Bardaki RFID It is recommended that the suggested method incorporate
et al., | authentication further quantitative analyses. Include the system
2012) protocol in | infrastructure. Included should be decision-making
retail mechanisms. The system's compatibility and scalability need
management additional testing with real-world circumstances.
(Lim et | Dynamic A personalized RFID-enabled service that boosts the
al., 2013) | pricing and | percentage of legibility. It is important to evaluate the
promotion development and infrastructure expenses. Add a middleware
strategy component, like a buffer mechanism. Included should be
decision-making mechanisms. The system's compatibility
and scalability need additional testing with real-world
circumstances.
Table 5. Overview of the Problems in the Management of Retail.
Current Challenges

The adoption of IoT within supply chains is impeded by a range of financial and environmental
challenges. One major barrier is the high cost of smart technologies like RFID, which limits their
penetration into the broader market. Additionally, the development and deployment of control
software systems tailored for IoT processes are costly and complex, posing significant hurdles to
widespread implementation. Despite these challenges, a partial solution has been found by leveraging
mobile devices to interface with [oT transducers, enhancing versatility and availability in deployment
(Yang et al., 2022).

From an environmental perspective, outdated sensor and actuator designs contribute to electronic
waste accumulation, exacerbating sustainability concerns (Akid et al., 2021; Awan et al., 2021; Uddin
etal., 2012). This contrasts with the increasing adoption of multifunctional smartphones in consumer
markets, which incorporate greener technologies and functionalities (Aditto et al., 2023; Tan &
Sidhu, 2022). Efforts aimed at addressing these environmental challenges are crucial for advancing
IoT technologies across various industries. By investing in innovative sensor designs and promoting
sustainable practices, the IoT sector can mitigate its environmental footprint and drive broader
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adoption. These advancements are pivotal for realizing the full potential of IoT in transforming
everyday life and business operations.

Future Directions

RFID-IoT technology has evolved significantly, offering transformative potential in SCM. It
addresses critical needs such as real-time tracking, data transparency, and operational efficiency
across various SCM stages. Despite its promise, widespread adoption faces challenges. Integrating
RFID with IoT and cloud technologies, though beneficial, requires careful consideration of
scalability and feasibility. Current literature emphasizes closed-loop systems but overlooks
scalability issues and the maturity of machine learning applications in SCM implementation.

The COVID-19 pandemic underscored the importance of agile SCM practices, prompting increased
investments in technologies like RFID, 10T, and cloud computing. Companies adapted by enhancing
inventory visibility and operational efficiency to meet shifting consumer demands and minimize
human interaction. The integration of 5G with RFID-IoT technologies further enhances SCM
capabilities, enabling real-time monitoring and agile responses in manufacturing, warehousing, and
transportation. However, challenges remain, such as managing complex networks and ensuring data
reliability amidst higher device densities. As these technologies advance, they hold the potential to
transform SCM into autonomous, self-adaptive systems capable of real-time decision-making and
operational control without human intervention.

Conclusions

In order to better understand how SCM might benefit from RFID and the 0T, this research provides
a thorough literature analysis on the topic. It delves into the history of RFID and the Internet of
Things, highlighting how both have developed over time and how they might work together to
improve supply chain management. Production, transportation, inventory management, and store
operations are the four pillars upon which the article rests. Its principal goal is to promote the use of

RFID-IoT to solve real-world problems and to function as a guide for researchers and practitioners
alike.

Several gaps in the current literature are highlighted by the review:

. RFID technology's uses, problems, and obstacles have been the subject of numerous studies
that do not address the integration of the Internet of Things.

. Because of worries about implementation costs, efficacy, interoperability, scalability, and
compatibility, there is a noticeable dearth of research on supply chain management using RFID-IoT.

. Most previous research has ignored the Internet of Things (IoT) in favour of RFID, which
fails to take system dynamics into account.

. Research often overlooks the essential SCM changes that will be required for RFID-IoT
implementations in the future.

In addition to outlining the authors' views on the recognized difficulties and suggested solutions, the
paper offers comprehensive insights into various RFID-IoT application domains. Through the
examination of potential remedies, the unique difficulties encountered by each domain of application
are assessed. To encourage researchers in academia and business to focus on fundamental RFID-IoT
applications and create ground-breaking solutions to revolutionize the supply chain management
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sector, the paper finishes by describing broad difficulties and suggesting future research directions.
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