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Abstract

The protection of consumers' personal data is vital for the sustainability of digital MSMES. Although Indonesia has Law No. 27 of
2022 on Personal Data Protection, the absence of mandatory data user registration creates gaps in supervision and compliance.
This study analyzes the potential implementation of a data user registration system to strengthen personal data protection in
Indonesia by comparing it with Malaysia, which has enforced such a system since 2013. This normative juridical study compares
Indonesia’s PDPR and Malaysia’s PDPA to assess the role of data registration in MSME transparency and accountability. It finds
that Malaysia’s data user registration system strengthens personal data protection through stricter oversight, while Indonesia's lack
of such a system may weaken supervision. The study recommends adopting a registration system in Indonesia to improve compliance,
transparency, and data security for digital MSMES.
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Introduction

Indonesia's economic development is based on Pancasila economic democracy as an integral part
of national development, encompassing economic, political, socio-cultural, and security aspects
to achieve a just and prosperous society (Srikalimah et al., 2020). Article 33 of the 1945
Constitution of the Republic of Indonesia (1945 Constitution) serves as the fundamental basis of
the national economic system, emphasizing the principles of cooperation and mutual welfare
rather than a capitalist economy based on individualism (Manan, 1995). With technological
advancements, the Micro, Small, and Medium Enterprises (MSME) sector, as a key pillar of the
economy, faces significant challenges (Soewardi, 1989). Data from the Ministry of Cooperatives
and Small and Medium Enterprises in 2023 indicates that MSMEs account for 99.99% of all
businesses in Indonesia, absorb 96.9% of the workforce, and contribute 60.05% to the GDP.
However, MSME participation in the global value chain remains low at only 4.1%, and
partnerships with large enterprises are limited to 7% (Kementerian Koperasi dan UKM, 2023).
Moreover, there has been no significant shift in the scale of MSMEs over the past decade, leading
to stagnation in business growth.

The transformation of MSMEs into the digital ecosystem is driven by advancements in
information technology and the Fourth Industrial Revolution 4.0 (Wibowo, 2023), which
integrates automation (Ekowati et al., 2023), artificial intelligence (Al) (Fonna, 2019), and data
analytics into business processes (Savitri, 2019). These changes enhance efficiency (Haqgi and
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Wijayati, 2019), foster innovation (Cihuy, 2019) and improve the competitiveness of MSMEs in
accessing broader markets across various sectors, such as manufacturing, transportation, and
healthcare, thereby accelerating digital transformation worldwide (Deni, 2023).

Indonesia is currently adapting to Society 5.0 (Ifadhila et al., 2024), which emphasizes the
integration of technology (Dewa, 2022), with social life (Juwita and Handayani, 2022), to create
sustainable solutions (Fauzi et al., 2023). This development presents opportunities for MSMESs
not only to enhance their competitiveness (Mundzir et al., 2021), but also to contribute to social
solutions through innovative digital-based products and services. With over 215 million internet
users and a high rate of mobile phone ownership, the digital MSME market holds significant
potential, although challenges in digital security remain a primary concern. Despite growing
public digital literacy, surveys indicate that digital security remains the weakest aspect, with an
index score of only 3.12 on a scale of 5. This poses a significant risk of personal data breaches,
which present a serious threat to users of digital business platforms, including MSME owners.

Personal data, which includes an individual's sensitive information (Rosadi, 2023), must be
protected in accordance with applicable laws and regulations to safeguard every consumer's right
to privacy. While digitalization enhances consumer convenience by enabling more efficient
access to products and services, legal protection of personal data remains a crucial aspect in
ensuring security and trust within the digital business ecosystem (Rizal, Rosadi and Taryana,
2024).

Law No. 20 of 2008, together with Government Regulation No. 17 of 2013, serves as the legal
foundation for the regulation of MSMEs in Indonesia, aiming to protect and facilitate business
operators in running their enterprises. The government continues to develop regulations to
strengthen the MSME sector as a key driver of the national economy (Chandrawulan et al., 2020).
In its development, to address various legal challenges faced by MSME operators, the
government enacted Law No. 11 of 2020 on Job Creation, which was later reinforced by
Government Regulation No. 7 of 2021 on the facilitation, protection, and empowerment of
MSMEs, as well as Government Regulation No. 8 of 2021, which regulates the minimum capital
requirements for limited liability companies and the registration of micro and small enterprises.

The right to personal data protection is recognized under Article 28G(1) of the Constitution 1945,
which affirms an individual's right to privacy, dignity, and security of person and property from
all forms of threats. Various regulations in Indonesia govern personal data protection, including
the Health Regulation, Banking Regulation, Telecommunications Regulation, Human Rights
Regulation, Population Administration Regulation, and the Electronic Information and
Transactions Regulation. Technological advancements and societal needs have driven the
enactment of PDP Regulation as a measure to strengthen existing regulations. The PDP
regulation aims to establish rights and obligations in personal data management, both
domestically and internationally, covering individuals and legal entities, including the public and
private sectors (Rosadi. and Pratama, 2018). With an approach aligned with international
standards, this regulation is expected to enhance personal data protection and contribute to order
and societal progress in the digital era (Sugeng, 2020).

The existence of various legal provisions governing personal data protection in Indonesia does
not eliminate the risk of data breaches. In practice, numerous data leakage incidents continue to
occur. Personal data breaches in Indonesia, such as the BPJS Ketenagakerjaan case, where 18.5
million user records were sold on the dark web (Argiansyah and Prawira, 2024), and the Bank
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Syariah Indonesia breach, which resulted in the loss of 1.5 terabytes of data due to a LockBit
ransomware attack (RDS, no date), demonstrate that even large entities with advanced security
systems remain vulnerable to cyber threats. The 2023 passport data breach affecting 34 million
Indonesian citizens, allegedly linked to the hacker Bjorka, further underscores that personal data
protection remains suboptimal, despite the presence of strict regulations. This situation serves as
a warning to all stakeholders, including MSMEs, which often face technological and budget
constraints, to enhance data protection systems and mitigate similar risks.

In the context of MSME regulation in the digital transformation era, consumer personal data
protection continues to face significant challenges, particularly in the implementation of adequate
security standards in the user registration process. Although Indonesia has enacted regulations
such as the PDP regulation, data breaches remain frequent due to weak enforcement and low
awareness among MSME operators regarding the importance of data protection. In contrast,
countries like Malaysia have adopted stricter and more systematic regulations, such as the
Personal Data Protection Act (PDPA), which mandates more secure data management
mechanisms. This regulatory gap highlights that, despite the existence of data protection laws in
Indonesia, their effectiveness in safeguarding consumer personal data remains suboptimal.
Therefore, this study aims to analyze how user registration strategies can be utilized to strengthen
consumer personal data protection in digital MSME businesses, by comparing Malaysia’s
regulatory practices as a reference for policy improvement in Indonesia.

Research Method and Design

This article uses a normative juridical research type, conducted by examining literature or
secondary data (Qamar et al., 2017). This article aims to examine, analyze, and recommend the
implementation of a registration system for MSMEs that manage large amounts of data to
enhance compliance, transparency, and digital business security in Indonesia. The approach used
includes the statute approach (Ariawan, 2013), which examines personal data protection
regulations in Indonesia and Malaysia. The conceptual approach (Tan, 2021), analyzes legal
concepts and theories on personal data protection, while the comparative law approach (Juliardi
et al., 2023), aims to identify the implementation practices of Data User Registration as a strategy
to strengthen consumer personal data protection in digital MSME businesses in Indonesia. The
data used consists of secondary data, which includes primary legal materials (legislation),
secondary legal materials (books, scientific journals, and previous research), and tertiary legal
materials (legal dictionaries and encyclopedias) (Ali, 2021). The data collection technigue is
carried out through document or literature studies (Efendi, lbrahim and Rijadi, 2016), and
observations on the implementation of data protection policies. The collected data is analyzed
qualitatively using a descriptive-analytical method to interpret and relate various legal provisions
and compare them with the system in Malaysia.

Results
Regulation of MSMESs through Personal Data Protection in Indonesia

Personal data protection is a fundamental human right and an integral part of individual self-
protection; therefore, it requires a legal framework to ensure security over personal data based
on the Constitution 1945. The current legislative framework for personal data regulation is
governed by the Personal Data Protection Regulation to enhance the effectiveness of personal
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data protection implementation. As the legal basic for personal data protection in Indonesia, the
PDP Regulation provides the following regulations:

1) Types of Personal Data

Types of Personal Data are regulated under Article 3 of the PDP Regulation. Personal
data is categorized into general personal data and specific personal data. General personal data
includes full name, gender, nationality, religion, and/or other personal data that, when combined,
can identify an individual. Specific personal data includes health and medical information,
biometric data, genetic data, sexual life or orientation, political views, criminal records, child
data, personal financial data, and/or other data as stipulated by applicable laws and regulations.

2) Rights of Personal Data Owners

The rights of personal data owners are stipulated in Chapter 11, covering Articles 4 to 16 of the
PDP regulation. These rights include, but are not limited to: The right to request information
regarding the identity, legal basis, purpose of the request and use of personal data, and the
accountability of the party requesting the data. The right to terminate processing, delete, and/or
destroy their personal data. The right to withdraw consent previously given to the data controller
for processing their personal data. The right to claim compensation for any personal data breach,
in accordance with the applicable laws and regulations.

3) Processing of Personal Data

The processing of personal data is regulated in detail under a separate chapter, namely Chapter
IV, which consists of six articles, from Article 17 to Article 22. The provisions on personal data
processing are broad in scope, covering the methods of processing, the principles governing such
processing, its purposes, ethical considerations, protections for personal data subjects, and the
accompanying legal provisions.

4) Obligations of Data Controllers and Personal Data Processors

Personal Data Controllers and Processors include individuals, public entities, and
organizations/institutions. They are required to provide information regarding the legality of
personal data processing, the purpose of processing, the types and relevance of personal data to
be processed, among other aspects, and must present evidence of consent granted by the data
subject. Given the high potential for moral hazard that may affect data subjects due to actions
taken by personal data controllers and processors, the regulations governing their obligations in
personal data processing are extensive and comprehensive, covering 28 specific articles from
Article 23 to Article 50. These regulations also include provisions on personal data transfers and
administrative sanctions.

5) The prohibition on the use of personal data

This point includes prohibitions for parties who collect personal data that does not belong to
them, install and/or operate visual data processing or processing tools that are not their own for
personal gain, resulting in harm to the personal data owner.

6) The establishment of a code of conduct for personal data controllers.
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This point relates to business actor associations in establishing a code of conduct for personal
data controllers, taking into account the purpose of personal data processing, personal data
protection principles, and the interests of personal data owners.

7) Dispute resolution and legal proceedings.

Article 56 regulates that personal data protection disputes are resolved through arbitration, court
proceedings, or other alternative dispute resolution mechanisms.

8) International cooperation.

Regarding international cooperation in personal data protection, it is regulated in Article 57.
International cooperation is carried out by the government with other national governments or
international organizations in accordance with the provisions of laws and regulations and the
principles of international law.

9) The role of the government and society

The government plays a role in implementing personal data protection, which is carried out by
the minister. Society can participate, either directly or indirectly, in supporting the
implementation of personal data protection.

10) Criminal provisions.

These provisions set out the legal consequences for violations of personal data protection
regulations, including a maximum imprisonment of 7 years and a fine of up to IDR 70 billion.

Based on the provisions of Indonesia’s Personal Data Protection Regulation mentioned above,
this law does not explicitly require the registration of user data (User Registration Data) as
implemented in Malaysia. The PDP regulation emphasizes the principles of personal data
protection, including data subject rights, obligations of data controllers and processors, as well
as supervision mechanisms and sanctions. In the context of digital MSMEs, the PDP regulation
stipulates that business operators must obtain consent from data owners before collecting, using,
or distributing personal data. However, there is no specific provision requiring MSMEs or digital
platforms to register user data with a particular authority. Although there is no mandatory
registration requirement, the PDP regulation still obliges data controllers to ensure the security
and integrity of user data. This includes implementing security standards, mitigating the risk of
data breaches, and the obligation to report data breach incidents.

Regulation of MSMESs through Personal Data Protection in Malaysia.

Personal data protection in Malaysia is governed by the Personal Data Protection Act 2010
(Malaysia PDP Act) and several supplementary regulations. The Malaysia PDP Act is intended
to protect personal data by requiring data users to comply with specific obligations and granting
certain rights to data subjects regarding their personal data. Before 2010, personal data regulation
was largely governed by industry-specific laws. Industry-specific data protection laws applied to
sectors such as banking and finance, healthcare, and telecommunications, among others. In May
2010, the Malaysia PDP Act was passed by the Malaysian Parliament and received Royal Assent
in June 2010. The Act came into effect on November 15, 2013, with a three-month grace period
ending on February 14, 2014 (Roslan et al., 2022).
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Along with the enforcement of the Malaysia PDP Act on November 15, 2013, five additional
regulations were enacted to support its implementation, covering the appointment of the
Commissioner, registration of data users, and applicable fees (Chesterman, 2012). Some of these
regulations were later updated with additional regulations, namely: (1) the Personal Data
Protection Regulations 2013; (2) the Personal Data Protection (Class of Data Users) Order 2013,;
(3) the Personal Data Protection (Registration of Data User) Regulations 2013; (4) the Personal
Data Protection (Fees) Regulations 2013; (5) the Personal Data Protection (Compounding of
Offences) Regulations 2016; (6) the Personal Data Protection (Class of Data Users)
(Amendment) Order 2016; (7) the Personal Data Protection (Appeal Tribunal) Regulations 2021.
In addition, the Commissioner issued the Personal Data Protection Standard 2015, which has
been in effect since December 23, 2015, as the minimum standard for security, storage, and data
integrity for all data users in commercial transactions (Sureani et al., 2021). To ensure
compliance in specific sectors such as communications, finance, insurance, hospitality, and
others, data user forums were established to develop their respective codes of practice in
accordance with the Commissioner's directives.

To date, six codes of practice have been registered by the Commissioner, namely: the Code of
Practice for the Banking and Financial Sector 2017, the Personal Data Protection Code of Practice
for the Utilities Sector (Electricity) 2017, the Code of Practice on Personal Data Protection for
the Insurance and Takaful Industries in Malaysia 2017, the Personal Data Protection Code of
Practice for the Communications Sector 2017, the Personal Data Protection Code of Practice for
Private Hospitals in the Healthcare Industry 2022, the Personal Data Protection Code of Practice
for the Utilities Sector (Water) 2022, dan the General Code of Practice of Personal Data
Protection.

The Malaysia PDP Act applies to any individual or entity that processes or controls personal data,
covering a wide scope of processing activities, including use, disclosure, collection, recording,
and storage. Only individuals are recognized as data subjects under this law. While data
processors acting on behalf of data users are not directly bound by the Act, data users are required
to ensure their compliance. The Malaysia PDP Act does not apply to data processed outside
Malaysia, except when it is further processed in Malaysia. Additionally, it does not apply to
foreign data users, unless they use equipment located in Malaysia, except for transit purposes
(Sholehuddin et al., 2024). The Malaysian government, state governments, and data related to
credit reporting businesses regulated under the Credit Reporting Agencies Act 2010 are also
exempt from the provisions of this Act.

Data users are required to comply with the principles of personal data protection (Sudarwanto
and Kharisma, 2022). The general principle of personal data processing requires that data be
processed only for legitimate and relevant purposes, not excessively, and obtained with explicit
consent through an opt-in method. Data users are responsible for proving that consent is properly
recorded and stored. Consent requirements must be presented clearly and separately, while for
data subjects under 18 years old, consent must be obtained from a parent or guardian (Cieh,
2013).

The principle of notice and choice requires data users to inform data subjects in writing, in both
Malay and English, about data processing, including its purpose, source, access rights, third-party
recipients, and options for restriction (Hassan, 2012). The notice must be provided at the time of
data collection or before further use, in a clear and easily accessible manner, with flexibility for
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additional languages if required. The principle of disclosure prohibits data users from disclosing
personal data except for the purposes that have been informed, unless with the data subject’s
consent or for specific legal reasons (Ho, Dehghantanha and Shanmugam, 2010). Disclosure is
permitted for crime prevention, legal obligations, public interest, or if the data user has a legal
right. Additionally, data users must maintain a record of third-party disclosures for inspection by
the Commissioner. The principle of security requires data users to implement protective measures
to prevent loss, misuse, alteration, unauthorized access, or destruction of personal data. Under
Malaysia’s PDPA, factors to be considered include the nature of the data, storage location,
security measures, reliability of personnel, and the security of data transfers (Sarabdeen and
Ishak, 2024).

The principle of retention requires that personal data must not be kept longer than necessary and
must be permanently destroyed or deleted when no longer needed. The 2015 Standards mandate
that data users comply with relevant regulations before disposing of data, retain data only if
required by law, record data disposal, discard collection forms within 14 days unless they hold
legislative value, review and delete unnecessary data, establish a 24-month disposal schedule for
inactive data, and prohibit storage on removable media without written management approval
(Sureani et al., 2021). The principle of data integrity requires data users to ensure that personal
data is accurate, complete, not misleading, and continuously updated in accordance with the
purpose of processing (Ong, 2012).

The Personal Data Protection Authority in Malaysia is the Personal Data Protection
Commissioner (PDPC). The Personal Data Protection Commissioner is an entity under the
Ministry of Communications and Digital (MCD). This authority was officially launched by the
Minister in Kuala Lumpur on February 12, 2012 (Chan, 2024). The primary responsibility of the
Personal Data Protection Commissioner (PDPC) is to enforce and regulate the Malaysia’s PDPA,
focusing on the processing of personal data in commercial transactions and preventing the misuse
of personal data. In enforcing Malaysia’s PDPA, the Commissioner is also mandated to register
all categories of data users as specified by the regulation (Cheryl and Ng, 2022). The
Commissioner has the authority to conduct inspections of data protection systems under
Malaysia’s PDPA. Other powers include, among others, the authority to appoint data user
forums, issue and register codes of practice, conduct investigations upon receiving complaints,
issue enforcement notices, and authorize officers to take enforcement actions.

The Malaysia’s PDPA grants the following rights to data subjects:
1) Right to access personal data;
2) Right to request data users to correct personal data;
3) Right to withdraw consent for the processing of personal data;
4) Right to prevent processing that may cause harm or distress; and
5) Right to prevent processing for direct marketing purposes (Baskaran et al., 2020).

The Malaysia’s PDPA grants data subjects the right to request the cessation of their personal data
processing for direct marketing by submitting a written notice to the data user (Putra, 2022). If
this request is not complied with, the data subject may file a complaint with the Commissioner.
Failure by the data user to comply with the Commissioner’s order may result in a fine of up to
MYR 200,000, imprisonment of up to two years, or both. Since January 11, 2015, complaints
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related to data misuse can be submitted online through the Commissioner’s website for further
investigation (Kamaruddin et al., 2021).

Malaysia’s Personal Data Protection Act (PDPA) prohibits the transfer of personal data outside
Malaysia, except when the transfer is made to a country specified and recorded in the Official
Gazette by the Minister. Currently, no countries have been officially designated. Despite the
general prohibition, the PDPA provides several exceptions, such as: if the data subject has given
consent for the transfer. If the transfer is necessary for the performance of a contract between the
parties. If there is uncertainty regarding whether a data transfer exception applies, a prudent
approach would be to obtain the data subject’s consent before transferring data outside Malaysia.
Regarding outsourcing, data users are not permitted to share personal data with third parties
unless the individual’s consent has been obtained.

Malaysia’s PDPA does not mandate the appointment of a Data Protection Officer (DPO).
However, the data user registration application form requires the designation of a "compliance
officer", who is identified as the individual responsible for overseeing the implementation of the
PDPA within the data user’s organization.

Currently, Malaysia’s PDPA does not regulate data breach notification. However, the authorities
have issued Public Consultation Paper 1/2018 on the Implementation of Data Breach
Notification, which aims to introduce a data breach notification regime. Under this proposal, data
users would be required to notify both regulators and affected individuals in the event of a data
breach. The consultation paper outlines several key requirements, including: notifying the
Commissioner within 72 hours of becoming aware of a data breach, providing details of the
compromised data, outlining actions taken or planned to mitigate risks to the affected data,
providing information on notifications made to impacted individuals, detailing the organization's
data protection training programs. This proposal seeks to enhance accountability and
transparency in handling data breaches within Malaysia (Haron, 2023). However, the
consultation paper has not yet been enacted into law. While data breach notification is not a
mandatory requirement under Malaysia’s PDPA, data users may voluntarily notify the
Commissioner online here. The required information includes details of the data user and the
person submitting the notification, description of the data breach, mitigation and recovery
measures taken, notifications sent to other parties, such as regulators, law enforcement agencies,
affected individuals, data processors, or foreign data protection authorities (Teoh et al., 2019).

If the processing of personal data is carried out by a data processor on behalf of a data user, the
Malaysian Personal Data Protection Act requires, for the purpose of protecting personal data
from loss, misuse, modification, unauthorized or accidental access, disclosure, alteration, or
destruction, that the data user ensures the data processor:

1) Provides sufficient guarantees regarding the technical and organizational security
measures governing the processing to be carried out; and

2) Takes reasonable steps to ensure compliance with those measures.

The security principle requires data users to establish a contract with data processors regarding
any data processing activities (Low, 2021).

Failure to comply with the provisions of Malaysia’s PDPA may be considered a criminal offense.
Violations of any of the seven personal data protection principles can result in a fine of up to
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MYR 300,000 (approximately $63,550) and/or up to two years of imprisonment. The unlawful
collection, disclosure, and sale of personal data may be subject to a fine of up to MYR 500,000
(approximately $105,930) and/or up to three years of imprisonment. If a legal entity is found
guilty of an offense, its officers are deemed to have committed the offense personally. The
offenses specified so far relate to specific violations under the Malaysia PDPA, the 2013
Regulations, and the Registration Regulations (Pour, 2025). To meet registration requirements,
digital MSMESs operating in mandatory sectors must submit their registration within three months
of commencing operations. In cases of delays, valid reasons may be accepted(Cahya et al., 2025).

Once registered, digital MSMEs are responsible for ensuring compliance with personal data
protection principles, including security, integrity, and data retention. Referring to the Personal
Data Protection Standard 2015, businesses are required to implement adequate security systems,
such as customer data encryption, access restrictions to sensitive information (Vachkova et al.,
2023). The retention principle also requires MSMES to delete or destroy customers' personal data
once it is no longer needed for processing. This measure aims to prevent misuse or data breaches
(Kanojia and Zahra, 2025). These measures not only protect consumers but also help MSMEs
build a good reputation in the digital business sector.

For digital MSMEsS that fail to comply with registration requirements or fail to protect customers'
personal data, the Malaysia PDPA imposes severe penalties (Ismail et al., 2023). If a digital
MSME fails to register as a data user, it may face a fine of up to MYR 500,000 (approximately
$106,000) or imprisonment for up to two years. Additionally, in cases of data breaches or misuse,
businesses that negligently fail to implement protection standards may be subject to a fine of up
to MYR 300,000 or imprisonment for up to one year, as stipulated in Section 5 of the Malaysia
PDPA. These provisions highlight the Malaysian government's commitment to ensuring personal
data protection in the digital era.

The implementation of data user registration regulations for digital MSMEs has a significant
impact on the growth of Malaysia’s digital business ecosystem. These regulations help enhance
consumer trust, leading to greater customer loyalty and more stable business growth. The
Malaysian government continues to provide support in the form of technical guidance, subsidies,
or incentives to help MSMEs adapt to regulations without hindering innovation or digital
business expansion. The ultimate goal is for digital MSMEs in Malaysia to operate within a safer,
fairer, and more transparent ecosystem.

The Importance of Data User Registration as a Strategy to Strengthen Consumer Personal
Data Protection in Digital MSME Businesses

In the digital era, consumer personal data protection has become a crucial aspect of business
sustainability, including for digital MSMEs that increasingly rely on technology in their
operations. In Malaysia, the mandatory data user registration system under the Personal Data
Protection (Registration of Data User) Regulations 2013 serves as one of the key strategies to
strengthen personal data security. Under this requirement, MSMES that process customer data in
commercial transactions must register with the Personal Data Protection Commissioner. This
process ensures that business entities handling personal data are under supervision and adhere to
established compliance standards, thereby minimizing the potential for data misuse or breaches
(Othman et al., 2021).
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The implementation of this registration system provides benefits for both MSMEs and consumers
(Kanojia and Zahra, 2025). From the MSME perspective, having a data user registration
certificate enhances business credibility and builds customer trust in the use of their digital
services (Butarbutar, 2020). Consumers will feel more secure when sharing their personal
information with a legally registered business, knowing that the business is subject to strict
regulations in data processing (Mat et al., 2019). Additionally, this mechanism facilitates
authorities in monitoring violations and imposing sanctions on businesses that neglect or misuse
customer data.

In addition to being a form of legal compliance, data user registration also encourages MSMEs
to be more disciplined in managing personal data (Chuah and Thurusamry, 2021). With the
registration requirement in place, MSMEs are encouraged to implement stricter internal policies
regarding data processing, such as encrypting customer information, restricting data access, and
adopting appropriate retention policies. This regulation fosters a safer and more responsible
digital business ecosystem, where MSMEs not only focus on business growth but also on
protecting consumer rights. Over time, this system can reduce the number of personal data
breaches and create a more transparent and accountable digital business environment. Through
registration, the government can identify and map business sectors with high risks of data
breaches and provide education or support to business operators to enhance their compliance with
personal data protection standards. This makes data user registration an effective preventive
measure in addressing the ever-evolving cybersecurity challenges.

Through Law No. 27 of 2022 on Personal Data Protection, Indonesia has adopted many data
protection principles that align with international standards. In Indonesia’s Law No. 27 of 2022
on Personal Data Protection, there is no explicit obligation for business operators to register as
data users, as stipulated in Malaysia’s Personal Data Protection (Registration of Data User)
Regulations 2013 (Ramadhan, 2022). However, the Indonesian PDPR mandates that Personal
Data Controllers ensure compliance with personal data protection principles in data processing
activities. This means that although there is no administrative requirement such as data user
registration, business operators still have the responsibility to safeguard the security and integrity
of the personal data they manage.

Several articles in Indonesia's PDPR are relevant to the obligations of data controllers. Article 23
stipulates that Personal Data Controllers must ensure the accuracy, relevance, and security of the
personal data they manage. Additionally, Article 35 requires Personal Data Controllers to
implement technical and organizational measures to protect data from misuse, breaches, or
unauthorized access. Sanctions for violations are outlined in Articles 51 and 57, which specify
administrative and criminal penalties for data controllers who fail to meet the data protection
standards established under the PDPR.

In Malaysia, data users in specific sectors are required to register with the Personal Data
Protection Commissioner and obtain a registration certificate before processing personal data
(Surtiwa and Gultom, 2021). This mechanism enables stricter oversight of data users' compliance
with personal data protection standards. In contrast, Indonesia's PDPR places greater emphasis
on the responsibilities of Personal Data Controllers, including ensuring data security, adhering to
data protection principles, and being accountable for data breaches or misuse (Diniyya, 2020). In
other words, although registration is not mandatory, entities managing personal data must still
implement security and data protection standards. However, the absence of a data user
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registration requirement, as enforced in Malaysia, creates a regulatory gap that needs to be
addressed. With the increasing number of personal data breaches across various sectors,
Indonesia could adopt Malaysia's system by implementing a data user registration mechanism
for businesses processing large volumes of consumer data, such as e-commerce, fintech, and
other digital services. This regulation would enhance oversight of digital MSMEs and ensure that
every business operator understands their responsibility in protecting consumer data.

The implementation of data user registration would also encourage increased awareness and
compliance among MSMEs regarding data protection standards. If this mechanism is adopted,
the government can support MSMEs through educational programs, training, and incentives for
businesses that meet compliance standards. Consequently, Indonesia would not only strengthen
consumer personal data protection but also foster a more trustworthy and globally competitive
digital business ecosystem. In practice, the government could introduce future implementing
regulations to further govern oversight mechanisms, including the possibility of a registration
system for certain data controllers, particularly in sectors that process large volumes of data, such
as banking, e-commerce, and fintech. This initiative aims to enhance transparency and
accountability in personal data processing.

Conclusion

The implementation of a data user registration system is an effective strategy for strengthening
consumer personal data protection in digital MSME businesses. A comparative study between
Indonesia and Malaysia shows that Malaysia has adopted a data user registration mechanism
requiring businesses to register before processing personal data, enabling stricter oversight of
compliance with data protection standards. Meanwhile, Indonesia, through its PDPR, places
greater emphasis on the responsibility of data controllers without mandating registration, which
may create a regulatory gap in monitoring business compliance. Given the rising number of data
breaches in Indonesia, this article recommends implementing a registration mechanism for
businesses that process large volumes of consumer data, such as e-commerce and fintech, to
enhance transparency, accountability, and MSMEs awareness of personal data protection. With
this policy, Indonesia can establish a safer, more trustworthy, and globally competitive digital
business ecosystem.
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