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Abstract 

This study conceptualizes Passive Data Migration (PDM) as a posthuman process through which health data, infrastructures, and 
algorithms acquire agency in shaping governance across East Africa. As predictive analytics, artificial intelligence, and global health 
platforms collect and transmit sensitive information, data move beyond national and human control, enacting new relations of power 
between human and nonhuman actors. Drawing on mixed-methods research in six East African nations, the study reveals how 
inadequate local infrastructure, donor dependency, and external demand create a digital ecology where databases, cloud systems, and 
algorithms function as autonomous participants in decision-making. These findings are interpreted through the lenses of data 
colonialism and data justice, showing how posthuman entanglements displace traditional ideas of sovereignty and accountability. The 
article argues for re-imagining data governance as a distributed ethical field in which both human and technological entities share 
responsibility. It concludes by proposing a regional framework for equitable data protection that recognizes algorithmic and 
infrastructural agency as integral to East Africa’s digital futures. 
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Introduction 
Passive Data migration (PDM) - the switch of circulate-border fitness facts without the proprietor's 

know-how in healthcare from East Africa (EA) increases problems concerning privacy and 

information safety (Salami, 2022). Emerging technologies, including Artificial Intelligence (AI) 

and Big Data (Ali, 2025), used to assemble healthcare predictive models, have accelerated the risk 

of private data exposure. For instance, the Lancet Commission on Diabetes in sub-Saharan Africa 

developed a predictive model primarily based on machine learning and huge information analytics 

to estimate the prevalence and incidence of diabetes and its complications in forty-seven African 

nations. The version utilised statistics from numerous resources, which include demographic and 

fitness surveys, family income and expenditure surveys, country-wide health bills, and hospital 

checks, to estimate the burden of diabetes and its financial impact for the period 2015-2030 (Atun 

et al., 2017). 

Data has become a crucial resource for market intelligence and research in product development, 

but cybercriminals misuse a significant portion of it for financial gain. Transferring personal 

fitness information across borders increases the risk of data breaches and unauthorised access, 

particularly if adequate security measures are not in place (UNCTAD, 2016; Salami, 2022). In EA, 

many fitness statistics are passively stored in foreign repositories, whereas emerging technologies 

facilitate data collection and transmission in other instances. Furthermore, AI structures from 

generation giants utilise photographs and videos to extract facial features, developing virtual 

representations for contrast, identification, and verification, which increases privacy concerns 

related to the collection, use, and processing of this sensitive data (ÜNVER, 2024). For example, 
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IBM's Watson Health is a cognitive computing platform that uses AI and massive data analytics to 

provide insights and solutions for healthcare challenges. The platform has partnered with several 

African organisations, including the Alliance for a Green Revolution in Africa (AGRA) and the 

Africa Centres for Disease Control and Prevention (Africa CDC), to acquire and examine records 

on agriculture, health, and disease outbreaks. The data is employed to improve food security, civic 

well-being and swiftness to pandemics, yet might elevate ethical and criminal challenges of the 

information possession, consent and control (IBM, 2021). The study will make an important 

evaluation on PDM in EA considering the current data protection regulations. 

The virtual world is expanding, and security is required to protect the personal health data with the 

objectives of delivering human dignity, safety, and autonomy. However, in third world countries 

such as those in EA, deficiency of infrastructure, resources and incentives, and the profits received 

by domestic actors involved in data collection and management would work against healthcare 

professionals. In turn, the necessity to rely on international donors made many countries in the 

region open to foreign influence, and it can be a danger of most of the sensitive information ending 

in foreign hands. Dependency relationships create unequal power relations that disempower the 

region to enforce data protection laws. 

The problem is worsened by the appearance of new technologies because it becomes even harder 

to make sure that health data is provided with appropriate protection. Consequently, the burden 

falls on multinational health Non-Governmental Organisations (NGOs) to collect and utilise health 

data effectively. The risks of PDM's lack of expertise to track large tech firms' activities also put 

some countries at risk, as do cyberattacks or other unknown criminals hoping to gain by accessing 

such information. As an example, the International Network for the Demographic Evaluation of 

Populations and Their Health (INDEPTH) is a source of the most reliable and comparable data 

about health research and policymaking in low- and middle-income countries, including Eastern 

Africa (Herbst et al., 2021). The organisation, like most NGOs, is primarily financed by 

multinational corporations.  

Furthermore, the lack of adequate data safety laws and regulations in EA exposes customers' 

records to potential misuse, abuse, or exploitation by third parties, including governments, 

agencies, or hackers (ÜNVER, 2024). This study, consequently, seeks to shed more light on how 

to mitigate those increasing issues and ensure that fact transfer in EA is conducted in a transparent, 

moral, and responsible way. The observation contributes to the literature on statistics protection 

and Transborder Data Flow (TDF) in EA, providing empirical proof and insights on the drivers, 

styles and influences of PDM. The paper presents suggestions on exceptional practices for 

boosting information safety and privacy within the region, specifically regarding AI and other 

emerging technologies. 

This study aims to examine the development of a formalised ethical policy framework for cross-

border health data transfer systems, ensuring the privacy and security of residents' health 

information and the implications for data protection and governance within the region. The study 

examines the following factors of PDM: 

• The drivers and motivations behind PDM, consisting of the call for data through overseas 

entities, the dearth of facts infrastructure and assets in Africa, and the incentives and 

benefits for local actors involved in PDM. 
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• The patterns and tendencies of PDM, such as the kinds and sources of statistics amassed, 

the locations and recipients of information, the techniques and technologies used for records 

transfer, and the frequency and extent of information flows. 

• The effects and consequences of PDM, the potential dangers and harms for customers' 

privacy and protection, the criminal and ethical demanding situations and dilemmas for 

facts protection and governance, and the social and monetary implications for information 

sovereignty and development in Africa. 

This study, therefore, investigates the phenomenon of PDM in EA. PDM in this context refers to 

the passive transfer of personal data collected from customers' devices and various assets, 

facilitated by emerging technologies such as AI, to third-party individuals and servers located 

outside the premises.  There are hundreds of aid agencies in the region, all of which operate within 

the healthcare sector. These agencies collect a vast amount of data using numerous tools that 

enable passive data collection, such as AI. The extensive deployment of internet-based platforms 

and apps utilising AI to deliver various services, including healthcare, education, online shopping, 

and entertainment. Such apps and platforms usually track users' personal information on their 

devices and other sensors, cameras, microphones, etc, without their specific agreement or notice. 

This information will then be transmitted to third-party centres beyond the region, e.g. in Europe 

or the US, where it may be processed, stored or sold to other parties, each with diverse aims, 

including advertisement, research, or product development. Such data transfer is highly risky to 

the privacy and safety of individuals since they have no control over or monitoring how their 

information is used, shared, or safeguarded by the foreign parties (Andersen, 2019). 

This study is designed to shed light on the tendencies and outcomes of PDM in EA with 

consideration of different aid agencies and people living in the corresponding countries. Observing 

the analysis is important to understand how donor agencies can access and use the data provided 

by the AI-enabler platform. It also helps to understand the AI applications to capture and manage 

the data concerning their humanitarian and developmental activities in the health sector, such as 

disease surveillance, diagnosis, treatment, and prevention. It also studies correlations between the 

citizens of these states and online conditions and programs that provide a range of opportunities, 

such as social networks, studying online, or shopping, and ways their information is collected and 

transferred across administrative boundaries. The article assesses both the extent and magnitude of 

PDM in sub-Saharan Africa and its impacts on the rights and interests of the user, such as privacy 

and security, autonomy and a right to information. The paper also analyses the prevailing and 

possible legal and policy systems of regulating and safeguarding PDM inside EA. It makes 

suggestions for improving data management and responsibility in the area. 

This study is significant to EA because of the imbalance of power between the region and the 

Western world caused by its colonial past. The Southern hemisphere World has seen aid as a 

potent part of the endgame of the Western World. Whenever there is an imbalance of power, some 

institutions capitalise on this and obtain or gather this information either passively or actively and 

deploy it in other investments such as the discovery of new compound drugs or attain a 

competitive edge in the market (Babalola, 2024). In EA, variations in data protection laws exist 

among the countries and across Africa, consequently creating uneven regulation of TDF. It is 

found that some African countries have provided data protection legislation due to international 

ties. However, the legislation may not necessarily refer to TDF. TDF legislation in Africa is also 

problematic in that there is little clarity or consistency of law, and regional conventions may be 

unenforceable or not helpful (Babalola, 2024; Mannion, 2021). Decisions made concerning 

adequacy in Europe, like the EU-US Privacy Shield, also impact data transfers in equal measure 
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with African countries. Although Africa is still in the process of unifying its regional frameworks 

on data protection, including TDF, it still has a way to go to overcome its cohesive approach. 

 

Methodology 
The study used mixed-method research using both qualitative and quantitative data. The study 

primarily relies on face-to-face interviews with key informants, including policymakers, 

employees from donor agencies such as data managers, project coordinators, and IT staff, to gain 

insights into their TDF practices, challenges, and perspectives on PDM, as well as their 

relationships with data protection agencies. For citizens, the study employs a stratified random 

sampling method to select respective samples of online platform users in six EA countries: Kenya, 

Uganda, Rwanda, Burundi, Tanzania, and South Sudan. The study administers questionnaires to 

the selected respondents, asking them about their usage patterns, preferences, and attitudes towards 

online platforms and applications that rely on AI, as well as their awareness and concerns about 

PDM. The researchers have also used the phone interviews with a subsample of the respondents 

where a structured interview guide was employed to bring more lengthy responses and views 

regarding PDM. 

Where quantitative data was provided, Statistical Package for the Social Sciences (SPSS) was used 

to analyse the data. The SPSS is a statistical programme used to conduct descriptive and inferential 

statistics of quantitative data (Rahayu et al., 2024). The SPSS assisted in manipulation of the data 

through such commands as cleaning, coding, recoding, transforming and weighting of the data. 

The SPSS is also applied in the research to accomplish the frequency analysis. The research also 

includes qualitative records, which were gathered through in-depth interviews with key informants 

as well as the policymakers, healthcare professionals and information managers of the local and 

global business firms. The interviews offered informative information on the real-life challenging 

conditions and ethical predicaments that are related to Passive Data Migration (PDM) in East 

Africa. Thematic technique of analysing interview facts implies an identification of the most 

important issues using the coding and categorisation tool (Williams and Moser, 2019). Such 

qualitative analysis complements the quantitative information obtained in SPSS because it 

provides a greater insight into the contextual variables affecting records migration practices. The 

amalgamation of every statistical and qualitative methodology guarantees the comprehensive 

approach in which not only the broader tendencies and trends are analyzed but the roots and 

personal experiences of the tendencies are also considered and, therefore, increase the overall 

strength and dependability of the results. 

 

Results 

This part presents open ended and close ended questions analysis presented to the respondents 

regarding dynamism of Passive Data Migration (PDM) in East Africa, motivation behind this 

activity, the trend of data flow and data security, privacy and governance. Using a survey of the 

responses of 48 transcribed interviews, the question that this paper sought to answer is to what 

extent local healthcare organisations, research agencies and custodians of data are managing, 

storing and transferring sensitive health information across borders. This part provides the key 

findings of such a thematic analysis of these transcriptions. The collective results are categorised 

into three main themes. Each of the themes is disclosed, with attention paid to the ideas expressed by 

the study participants, which are supported by facts concerning data protection in East Africa. The 

close-ended questions were summarised using frequency analysis. 
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Theme 1: Drivers and Motivations Behind Passive Data Migration (PDM) 

The causes and drivers of Passive Data Migration in East Africa are complex, with reasons and 

drivers that are also multidimensional. These drivers are influenced by both external factors 

external to the region and internal factors related to the region's lack of data infrastructure and data 

resources (Migration data portal, 2020). Among the reasons that provoke the growth of PDM is 

also the rising need for external institutions to receive health information (Alotaibi & Federico, 

2020). According to the respondents from the open-ended survey questions, healthcare structures, 

and authorities' branches, the request via overseas research centres and pharmaceutical organisations 

for access to fitness data is one of the main reasons for the transfer of confidential fitness statistics 

beyond local borders. These requests are, likely, pushed via the widespread global literature on 

fitness reputation and the need for information on sickness occurrence, remedy effectiveness, and 

health hazard patterns in East Africa. 

One of the respondents in Kenya said: "To track disease outbreaks, various international 

organisations, including the CDC, require our data so that they can accomplish that objective." 

These kinds of organisations are likely to invest in some health programs in the area, and this 

aspect means that data sharing is one of the major features of this collaboration." In the same way, 

a Tanzanian participant responded: Foreign institutions require information to conduct 

international studies on diseases like HIV and malaria. They provide financial support and 

technical support, and this is the reason why local healthcare providers have good reasons to 

share their data." 

The above responses shows that the external pressure creates an atmosphere in which it is almost 

impossible not to share data, with local institutions viewing the prospect of a higher budget and 

increased strength. Similarly, Li et al. (2021) elaborates that health information serve not only as a 

source of worldwide research, but also as a source of health interventions, such as vaccination 

campaigns and disease prevention efforts. The second prominent cause of PDM in East Africa is 

the nonexistence of local data infrastructure. Several of the respondents referred to inadequate data 

storage and processing facilities at the regional institutions as one of the factors contributing to the 

situation, which they considered as a motivation to give up on using external-based platforms. The 

report of Africa (2024) explains that the research institutions and healthcare providers within East 

Africa have difficulties storing and processing the huge volumes of health data securely. 

One of the Uganda data managers said, "We do not have the infrastructure here to store the data 

securely. It is not only cheaper but easier for us to store it in an external server because we cannot 

develop our data centres." 

The above response shows that the lack of such infrastructure limits the ability to analyse the data 

and monitor health surveillance in real time, and organisations need to outsource the entire set of 

responsibilities to other organisations overseas, too. Data migration is therefore a necessity when 

there are few choices within the local area. One of the key drivers was also mentioned as being the 

motivation of the local actor in PDM. Research by Hussein (2021) states that data migration is an 

operation that local medical facilities, data managers, and researchers often perform, with the help 

of international agencies, by providing them with funding and technology. Most of the respondents 

expressed that entering a data sharing agreement with a foreign body can come with funds for 

health programs and the availability of resources to improve the local health facilities. 

One of the respondents of a Kenyan research facility reported: "We receive funding and technical 

resources when we share data with international partners. This helps us continue our work on  

local health issues." Another respondent from Mozambique shared: "Without these external 

partnerships, we would not have the resources to support our health initiatives. The data sharing 
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helps us maintain our programs." 

In this respect, the profit of local actors in participating in PDM is determined by financial benefits 

and the associated capacity building introduced through international partnerships (Akbarnezhad 

Nesheli, 2023). However, it also implies that local organisations might prioritise facilitating 

options on the outside over classifications of data justice and preservation, which, in the long run, 

might be detrimental to data protection in the area. 

 
Theme 2: Patterns and Trends of PDM 

The theme focuses on the trends and patterns of Passive Data Migration (PDM) data, including the 

type of data being collected, methods for transferring the data, and where health data is delivered. 

The paper established that data migration has become a widespread phenomenon in the area. Still, 

there exist profound differences in the way data is managed, transferred, and where it is sent. 

The information gathered in East Africa primarily falls under the category of personal health data, 

including medical history, clinical diagnoses, demographic factors, and treatment plans. Most data 

gathering occurs in a medical environment, including hospitals, clinics, and research studies, most 

of which were reported by most respondents. 

One respondent from a Ugandan hospital described: "We gather information on HIV patients, how 

they respond to the treatment, and their care regimens. This information is usually transferred to 

international organisations to do research." Another respondent from a Kenyan NGO noted: "We 

also gather statistics on maternal health and family planning, and we can report on infant 

mortality, reporting the same to our international partners in a bid to facilitate global health 

efforts." 

This health information is typically gathered through surveys, clinical research efforts, and health 

evaluations conducted by the state and non-governmental research institutes. The data have several 

applications which may be used in research, policy development, and program monitoring. 

The exchange of health data has been managed in several ways; nonetheless, the most common 

technologies applied during the information transfer were cloud-based services and secure file 

transfer protocols (SFTP) (Mehrtak et al., 2021). Encryption of data was widespread to preserve 

security in case of transmission. The research respondents also highlighted the need to use safe 

systems in transmitting health information to their international partners to minimize chances of 

being exposed to theft, malpractices or unauthorized access to health information. 

A respondent in one of the Tanzanian hospitals said: "We have cloud storage where data is shared 

with our international partners through encrypted storage. This would be to make sure that the 

data is secured when it is in transit but again, we are worried about its security when it gets out of 

our country." 

This was not preventable by encrypting data and making use of secure rings or channels but posed 

a question of ineffective protection of health information transferred abroad, particularly, the 

likelihood of the non-compliance of the data centres located outside of the government with the 

local data protection statutes (Chan et al., 2024). 

In the study, the main target of East African health data research was found to be North America, 

Europe, and international health agencies. The US, UK, and Canada topped the countries with the 

most data transfer destinations. In contrast, international organisations such as the World Health 

Organisation (WHO) and the Centres for Disease Control and Prevention (CDC) were individually 

mentioned or held the first position (Lyu & Luli, 2021). Such organisations are likely to need data on 

global health research and policy formulation. 

One respondent from a Kenyan research organisation noted: "The vast majority of the data we are 
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receiving is also sent over to research partners either in the US or Europe, where they have the 

better infrastructure and analytic resources to process the data." The responses showed that 

transfers of data usually benefit international partners to a greater degree than local health systems, 

due to a lack of required infrastructure and resources, often have no use for the transferred data 

after it is received.  

 

Theme 3: Impacts and Consequences of PDM 

The consequences of Passive Data Migration and its effects on the process were frequently 

discussed during the interview sessions. The main effects entailed privacy threats, legal aspects, 

and a general impact on data sovereignty and regional growth (Fischer, 2023). 

After transferring sensitive health information to other countries, the respondents in this study 

identified the privacy and confidentiality of such information as the most significant area of 

concern. The respondents expressed concerns that the security of information, including the 

possibility of data leakage and unauthorised access, would compromise the confidentiality of 

patient information. The majority of respondents concentrated on the challenge of ensuring data 

protection once it is given to foreign servers or cloud-based applications. 

A data manager from Uganda explained, "Once they put our data out of the country, we cannot 

have control over it. We may use encrypted platforms, but there are always some risks of data 

breaches, and they may appear in particular when the data is stored in a jurisdiction that lacks 

effective privacy protection." 

Another major issue, as expressed by the respondents, was the legal vacuum that exists when 

transferring data across borders. Respondents noted that most of the time, there is a compromised 

informed consent when transmitting health information abroad, hence leading to ethical dilemmas. 

Other respondents further indicated that the question of data ownership is complicated in the sense 

that local stakeholders can hardly reclaim the data after it has crossed international boundaries. 

A Kenyan respondent reported: We have difficulty ensuring that patients are aware of where their 

data is being sent and how it will be used once it is no longer under the jurisdiction of a country. It 

is one of the profound ethical issues." 

Commercialisation of health information was also cited as one of the problem factors. Other 

respondents complained that some information shared with their fellow countries is sometimes 

utilised in profit-making research, whereby there is no precise benefit to the surrounding 

community. 

The problem of data sovereignty has become a vital issue. The most troubled respondents 

expressed concern that the East African countries would lose the control over their data property, 

and this can be long term implications on the growth in the region. 

According to one employee of healthcare in Tanzania, our data sovereignty must be protected. The 

health information should not be entrusted to a third party. It ought to affect us on the local level 

and not only that of the international community." 

The results of this research give a vivid outlook of the driving forces, trends, and influences of 

Passive Data Migration in East Africa. According to the survey by Kaya and Shahid (2025), the 

practice depends on the international attraction towards the existence of health data and the 

absence of it in the local infrastructure. Nevertheless, the privacy and legal side of the practice and 

the issues of data sovereignty should be taken seriously. The article observes that an official ethical 

policy procedure must be in place to govern the cross-border health data transfer and makes sure 

that health data of citizens is processed in a manner that maintains their privacy and security. 
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Quantitative Analysis 

The close ended questions focused on decision-making involving vulnerable health data, data 

confidentiality, as well as the presence of Passive Data Migration (PDM) in East Africa. Using 

frequency analysis, the degree of awareness about the issue of information security and the 

perceived sensitivity of fitness-related data were summarised. 

 
Types of Sensitive Health Information 

Figure 1 differentiates the types of fitness-related facts which are regarded as "sensitive" among 

the members. The most sensitive health facts, according to a large percentage of the respondents, 

were health facilities (85.4%), clinical diagnoses (10.4%) and mental health status (4.2%). The 

enormous issue involving sanatoriums indicates that there is a very serious concern in terms of 

clinics and the confidentiality of such figures. Nonetheless, not as invasive as clinical diagnoses, 

yet just as important in healthcare decision-making, clinical diagnoses are needed. 

 
Figure 1. Sensitive Health Information 

 

What Makes Certain Health Information Sensitive 

Figure 2 shows how respondents define what makes health records sensitive, emphasising three 

classes: no precise distinction (4.2%), various tiers of sensitivity (83.3%), and the requirement for 

better sensitivity (12.5%). A dominant 83.3% of respondents agree that fitness facts have 

exceptional ranges of sensitivity, which is crucial for tailoring privacy protections accordingly. 

Some fitness records, including diagnostic records or remedy records, can also require stricter 

safeguards, whilst others might be less sensitive. The 12.5% who see a need for extra tiers of 

sensitivity may refer to cases in which people's private health statistics might be exposed to misuse 

if no longer closely monitored. This differentiation within the notion of sensitivity suggests that 

healthcare data should no longer be considered as a monolithic entity but as varying statistical types 

requiring exceptional ranges of protection, from stringent policies to lighter oversight. 
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Figure 2. Certain Health Information Sensitive 

How Health Information Contrasts with Potentially Sensitive Non-Health Data 

Figure 3 explains how non-health information that can be defined as sensitive is viewed against 

health data. A good proportion of respondents, 68.8% cited financial bank statements as a major 

non-health data issue, whereas health data in mobile apps or wearable devices was noted by 

22.9%. The significant discrepancies between economic and health data from digital tools can 

indicate a larger societal issue of financial privacy and identity theft. However, 22.9% who 

recognise the possibility of health information being collected using mobile applications or 

wearable gadgets suggest that an awakening has occurred around the dangers of newer 

technologies. The more people use such tools to monitor their health, the greater the risk that their 

privacy will be compromised. These opposing positions regarding the sensitivity of non- health 

and health data suggest that new technologies should be regulated with caution to protect their 

users' privacy and data safety. 

 
Figure 3. Health Information Contrasts with Potentially Sensitive Non-Health Data 
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Views on Sensitive Health Information in International Contexts 

Figure 4 presents the attitudes of the respondents regarding ethical considerations of the 

disclosure of their sensitive health records to foreign partners. The information reflects a wide 

range of views on the issue, with the most significant percentage (68.8%) holding the opinion that 

health information should be restricted in certain global situations. Only a smaller percentage (8.3%) 

had apprehension of cloud across research involving international studies where data is open to 

collaborators in the industry, and only 2.1 % had concerns about the commercialisation of health 

data. This graph illustrates the prevalence of the contention that there is limited trust in how health 

data may be utilised beyond national boundaries, especially in research. This trend highlights the 

need for well-defined ethical frameworks and policies that prioritise local community interests and 

align international partnerships with privacy standards. 

 
Figure 4. Sensitive Health Information in International Contexts 

 

Importance of Research Purpose or Collaborating Country in Data Sharing 

Figure 5 highlights the importance of research and collaboration within the United States in the 

decision to share sensitive health records across borders. The agreement that the USA or the region 

of the partners carrying out research is also significant (85.4%), and the purpose of the study is 

emphasised as another point of determination. The graph shows that the likeliest option to regulate 

the sharing of information is based on geographical proximity of collaborators, particularly areas 

like England (41 responses), which implies conformity with jurisdictions which have formulated 

privacy standards. Moreover, the purpose of the research, especially in the sense of the population 

health or financial goals, becomes essential to ensure factual safety and ethical conduct. 
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Figure 5. Research Purpose or Collaborating Country in Data Sharing 
 

Conditions for Sharing Sensitive Health Data with International Collaborators 

Figure 6 underscores the conditions under which members would come into possession of 

sensitive information regarding their health and should share it with international partners. The 

majority felt that sharing information was mostly dependent on situations of public benefit (95.8 

per cent), hence the importance of ethical structures that enable information to be used in the 

public interest. Public advantage should encompass research aimed at enhancing healthcare 

outcomes or tackling local health challenges, such as disease prevention. These findings replicate an 

extensive consensus that, while global studies can drive innovation, they must be grounded in the 

principle of public good, aligning with both local healthcare needs and international ethical 

standards. 

 
Figure 6. Sharing Sensitive Health Data with International Collaborators 
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Awareness of Data Regulation and Protection 

Figure 7 illustrates participants' recognition of the way fitness information is regulated. The vast 

majority (87.5%) indicated a high degree of consciousness of statistics safety policies, whilst a 

small percentage (4.2%) expressed very low consciousness. This heightened awareness of data 

privacy likely reflects the increasing global concern for data protection and the growing emphasis on 

health data protection in East Africa, particularly in light of emerging technologies such as AI and 

cloud computing. However, the minority who mentioned low cognisance may want to factor in 

gaps in training and education, suggesting a need for similar tasks to elevate awareness about 

records protection legal guidelines. The high level of awareness among respondents indicates that, 

despite the availability of comprehensive information, ongoing efforts to enhance this knowledge 

and address gaps in law and enforcement are crucial for ensuring comprehensive protection for 

sensitive health information in the vicinity. 

 
Figure 7. Awareness of Data Regulation and Protection 

 

Frequency of Passive Data Migration in Work or Business Activities 

Figure 8 demonstrates the rate of interaction of participants in the sports that cause Passive Data  

Migration (PDM) at work or within their business. Majestic 72.9 per cent were found to have been 

engaged in it daily, 22.9 per cent engaged in it every week, and 4.2 per cent occasionally engaged 

in it. The overmuch expediency of PDM activity demonstrates the transfer of health information 

through international borders under frequent transfer, as well as in many cases without the 

appreciation of the local stakeholders and without their control. This clarifies the essential 

importance of additional tight records management and regulations of international data movements. 
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Figure 8. Passive Data Migration in Work or Business Activities frequency 

 

Frequency of Activities Resulting in PDM 

Figure 9 shows the frequency of activities that result in Passive Data Migration (PDM) in activities 

in work or commercial enterprises. Most of the respondents (approximately 72.9) state that they 

perform PDM activities daily, which implies that there are frequent flows of border records. The 

proportion of people experiencing PDM on a weekly basis is already lower (22.9%), which points to 

normal levels though with significantly lower information migration. PDM only occurs now and 

then with only 4.2% of records indicating its occurrence among a small group. The numbers 

indicate that the PDM is a routine practice within numerous industries, and the issue of data 

protection and privacy concern is present because the rates of information cross- border security 

are too high. 

 
Figure 9. Activities Resulting in PDM frequency 
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Discussion 
This article explores the phenomenon of undertaking Passive Data Migration (PDM) in East 

Africa, with a focus on trans-boundary data mobility. The first objective revealed that complex and 

multifaceted approaches in which PDM is positioned, the observable traits in statistical migration, 

and the far-reaching scope of factors that should not be underestimated, including privacy, 

security, data sovereignty, and governance. The needs of external users of the data, the absence of 

local data infrastructure, and the monetary incentives being paid to local actors to enter cross-

border data sharing are only some of the forces at the origin of PDM as identified in the study. 

Similarly, Arinze's (2024) findings explained that the facts go to the global establishments, 

research institutions, and drug companies, as the world is in widespread need of health statistics in 

East Africa. The trends of PDM reflect the patterns of the form of the collected information, the data 

transfer methods, and the mainstreams of transferring health data to that side, as explained in the 

report of the World Health Organisation (2023). In the meantime, the results of Chiruvella and 

Guddati (2021) also show that the implications of PDM can cause certain critical issues regarding 

the safety and privacy of sensitive health data, ethical implications of the data ownership, and 

regulatory legislation related to transferring data to foreign locations. 

In the second objective of the study, the results presented are to reinforce the importance of 

information on the health of East Africa in undertaking health-related research on a global scale, 

particularly in the domain of Epidemic diseases such as HIV, malaria, and tuberculosis, where the 

region is overrepresented. A study conducted by Bradford et al. (2020) asserts that the external 

requirements of health-related data of international organisations, research organisations, and 

pharmaceutical companies are perhaps among the most influential forces of Passive Data 

Migration (PDM). As depicted in the findings, foreign partners typically require extensive data sets 

from East Africa to inform their studies and community health projects. Doble et al. (2023) explain 

that in most cases, these international organisations offer funds and technical support in return for 

gaining access to data that are considered crucial by local organisations  towards the 

sustainability of their health programs. 

Bhuiyan et al.'s (2024) findings also revealed that the same pressure is exacerbated by the fact that 

several diseases common in East Africa are not widely investigated in other regions of the world; 

hence, local statistics are invaluable to global health researchers. Nevertheless, this outside 

demand also demonstrates some serious moral and administrative issues. Despite the positive 

aspects of PDM, such as financing and resources, the transfer of data to other countries is 

problematic due to the inability to control it locally. Some respondents to the research expressed 

concern when it revealed the disempowerment of local institutions, particularly in managing the 

potential data assets generated in East Africa. Laws governing health data that are moved out of 

the country are most likely to differ from local data protection regulations (Chan et al., 2024). This 

fact not only exposes the data to a security threat, but it also raises concerns about the exploitation 

of local metal resources for foreign benefit. 

It is not easy to have an independent system of health statistics in East African nations because of 

their dependence on foreign investment and data-sharing agreements. As seen in the reports by Ali 

et al. (2024), the region is already very vulnerable because it cannot deal with or store sensitive 

health data due to the lack of sufficient infrastructure in the area, making it more necessary to 

establish more advanced local data governance systems. Infrastructure deficit is another issue that 

led to PDM, according to the study findings. Mehrtak et al. (2021) also identified that the vast 

amounts of data generated by healthcare providers that they cannot handle and store due to a lack of 

necessary infrastructure and financial resources are often rerouted to other institutions. As stated 
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by the respondents consulted during the research, many of the East African institutions are forced 

to utilise of third-party cloud computing services and external data centres when it comes to storing 

sensitive health information. 

The only option that seems to be available for securely storing large amounts of data is the 

external solutions." However, local actors may require the convenience of external cloud 

platforms, as well as the level of control and security that these platforms do not provide. The 

problem is especially concerning when sensitive health information is stored in locations with 

fewer data protection regulations. Furthermore, West Africa's reliance on patron structures hinders 

the improvement of its fitness records structures and technology, perpetuating the disadvantageous 

cycle of outsourcing (Sulaiman Muhammad Musa et al., 2023). Consequently, the global 

information system often leaves East African countries in a secondary position, where their natural 

resources are frequently exploited without sufficient returns accruing to the local communities. 

The third objective of the study was that PDM is financially advantageous, which is one of the 

determinants as to why local actors may be interested in engaging in it, as the survey establishes. 

The respondents claimed that the health facilities, research centres, and data handlers in the 

country collaborate regularly with aid agencies, technical resource providers, and capacity- 

building agencies in other nations to obtain the finances to do their jobs and to enhance service 

delivery to the community. These findings align with Nyawira et al. (2022) results that incentives 

are required in an area where healthcare programs are already poorly funded and where not much 

money is available to invest in research and data maintenance. The financial incentives offered by 

the global institutions yield a twofold impact, as they increase the willingness of the actors in the 

locality to disseminate their data, but they pose an ethical issue to the privacy, ownership, and 

security of data. The economic impact of the release of sensitive health information according to the 

Cascini et al. (2024) is expensive; there is little payoff and even local actors, which struggle to 

obtain funding, do not even consider the economic effects such a decision will have when 

making their choices. 

This may lead to misuse of the data with the help of which the information gathered during the 

conduct of the research is commercialised without consulting the locals or providing them with 

real compensation. The forces require determining a new balance of the PDM system, where the 

economic sustainable growth would be balanced with practical data protection methods that would 

not violate the life interests and rights of indigenous communities. Otherwise, PDM may be the 

tool of evil as well as liberation. As identified in the study, the most frequent forms of health data 

found in East Africa are personal health records, diagnostic outcomes, patient treatment histories, 

and demographic data. This information is accumulated through the conduct of medical trials, 

health campaigns, vaccination campaigns, and disease surveillance. Most respondents stated that 

such record sets are essential for monitoring disease developments and developing regulations for 

public health improvement. However, Hummel et al.'s (2021) findings revealed that the migration 

of such information outside a country is quite elaborate because of concerns over data sovereignty 

and local ownership. Data sovereignty concerns aim to limit the extent to which data from local 

actors is used in methods and places beyond their control. 

Regarding the mode of information transfer, the research indicated that cloud-based sites and 

digital switch tactics (Secure File Transfer Protocol (SFTP) and multi-link computerised storage in 

encrypted form) were standard. Although such procedures offer some security, they also come with 

a series of challenges. One of the main issues raised by a significant number of respondents was the 

specific risk that the data would lose its security once it was transferred to foreign cloud platforms, 

thereby becoming vulnerable to cyberattacks, unauthorised access, or leakage. Besides, the opacity 
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with which foreign parties operate this information, in most cases beyond the scope of East 

African jurisdiction over data protection, has cast doubts on the responsibility of the ultimate 

handlers of such details (Bor & Koech, 2023). Although security in information transfer, through 

encryption and secure transmission channels, can mitigate the impact of information transmission 

risk, it does not guarantee complete information security on foreign servers. 

This study's main strength is a comprehensive analysis of Passive Data Migration (PDM) in East 

Africa, specialising in its drivers, patterns, and influences on information privacy, security, and 

sovereignty. A most important aspect of this study lies in its empirical technique, incorporating 

qualitative records accrued from key informants across more than one international location. By 

inspecting nearby and worldwide views, the study provided a balanced view of the moral and 

practical challenges posed by PDM in East Africa. 

The most significant issue identified by the study is the privacy and security risks associated with 

the cross-border transfer of health data. Although cloud storage techniques and statistical 

encryption are used, sensitive fitness records might also still be vulnerable to breaches, hacks, and 

unauthorised access (Nemec Zlatolas et al., 2024). These issues had been raised by 

contributors, who stated that statistics safety policies connected to storing patient fitness facts on 

non-neighbourhood systems might not be equal to the local data protection policies that apply 

within a region, thereby risking patient privacy. The digital world is rapidly evolving, and cyber 

threats are becoming increasingly sophisticated; therefore, information security should be a top 

priority when transferring data across borders (Bolatbekkyzy, 2024). The research additionally 

highlights numerous demanding situations associated with law and ethics that pertain to PDM. 

There were limitations related to the study as it used self-reported data, which could affect the 

results due to recall or social desirability bias. The access to secure health data repositories in East 

Africa was a limitation to the scope of quantitative data. In addition to this, cross-sectional  design 

did not focus on long-term patterns, and the findings may not be applicable to all countries in the 

region because not all the countries in the region have identical infrastructure and systems of data 

protection. 

 

Conclusion 
The East African issue of Passive Data Migration of data (PDM) is very challenging in terms of 

privacy, data safety, and governance and especially within the healthcare industry. The more the 

health information of the area is transferred abroad, where in most cases, the facts or consent of the 

citizens are not taken into consideration, the more the chances of abuse, breaches, and statistical 

sovereignty are at risk. However, despite these positive aspects of the exchanges of these records 

such as investments in health programs and partnerships in conducting global studies the region is 

susceptible because of lack of proper infrastructure, ability to enforce the law on information 

protection, and lack of a proper regulatory framework. The quote highlights how the East African 

countries desperately need ownership of their fitness data and that the use should be mutually 

beneficial to the local communities and immoral concepts. The facts will still be used against the 

area without more powerful local guidance and with a better records administration system, which 

probably will ruin its sovereignty and development ambitions. 

Recommendation 

To address the risks associated with Passive Data Migration in East Africa, several measures can be 

put in place. These legal provisions should offer clear guidelines on this consent, ownership on the 

data and when such data can be transferred to distant places. The cooperation between the regions 

will also be enhanced to establish a single model of data protection, where each country within the 
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region is subject to the same standards (Mukuki and Assenga, 2024). The implications of this study 

as far as both policy and exercise in East Africa is concerned are far reaching. The widespread rate 

of Passive Data Migration also points to the immediate need of more powerful records safety 

frames and the investment of infrastructure in the region. To reduce dependence on foreign 

statistics centres which in many cases are outside the control of neighbourhood regulatory systems, 

countries in East Africa need to put a great emphasis on developing neighbourhood records 

management and processing talents. The observation also highlights the importance of improving 

the awareness of people regarding the risks related to information sharing and how the increasing 

prevalence of technology, such as AI, contributes to these issues. Governments, non-governmental 

organizations, and other stakeholders must collaborate to formulate wholesome and integrated 

legal frameworks of cross-border information flows ensuring that the merits of global health 

studies are not at the expense of local facts sovereignty. Also, the observation made by Abiodun 

(2025) suggests that the governments should invest in the development of robust neighbourhood 

statistics that will reduce the dependency on external cloud services and data centres. This could 

enable the healthcare professionals and researchers to manage and save sensitive health data safely 

in the region. First, as Wanekeya (2023) says, East African international places require the 

establishment of elaborate records protection legal frameworks that address specifically cross-

border records flows. The local stakeholders, such as healthcare workers and data managers, are 

also crucial in building capacity to ensure better data security and avoid misuse (Majebi et al., 

2024). Finally, transparency and accountability in the agreements of sharing statistics should be 

considered in the first place, and strict moral principles regarding the way health statistics are 

applied and to what purposes (Alshar'e et al., 2024). These actions may help to protect the privacy 

and safety of the records of people and create a more just and responsible attitude to the control of 

data in East Africa. 

Future work 

The literature ought to be used in the future to examine the effectiveness of the new statistical 

safety legal regulations and frameworks in East Africa. In addition, the research must also look 

into how new technologies, including blockchain, can be used to protect data and ensure greater 

openness in the process of data sharing. Research such as the one by Khan (2025) should examine 

the actual international impact of such policies on cross-border information migration and the 

degree to which it addresses the issue of privacy concern. The review of the general awareness and 

attitude toward Passive Data Migration can also be considered another place one can apply destiny 

painting, including the ways people learn about the risks of data privacy and utilizing AI in 

healthcare (Aldossari, 2023). It is also necessary to consider how East African countries should work 

in closer cooperation with the international companies so that the information-sharing contracts 

would be more focused on the local interests and the outcomes of the population health. Lastly, 

Sampath and Tregenna's (2023) study comparing the moral implications of fact sovereignty and its 

effect on regional development desires could offer valuable insights into how East African nations 

can protect their facts while contributing to global research efforts. 
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