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Abstract 

The emergence of 6G networks has revolutionized IoT environments with enhanced bandwidth, ultra-low latency, and ubiquitous 
connectivity. However, these complex and data-intensive networks demand intelligent, real-time anomaly detection mechanisms. 
Traditional methods fall short in dynamic settings, necessitating a fusion of cognitive computing and data analytics to ensure 
reliability, resilience, and security. This study aims to develop an integrated framework that combines cognitive computing and 
advanced data analytics to facilitate real-time anomaly detection in 6G IoT ecosystems. Additionally, it explores how environmental 
artists can contribute interpretive and ethical insights into algorithmic design through creative data representation. A hybrid 
approach is employed, integrating edge-based data collection, real-time processing with machine learning models, and cognitive 
systems for contextual anomaly detection. Environmental data such as air quality, temperature, and motion is collected via IoT 
sensors and analyzed using Python-based tools (Pandas, NumPy, TensorFlow, and Scikit-learn). Generative models, including 
Autoencoders and LSTM-based architectures, are implemented for detecting anomalies. Parallel to this, qualitative insights are 
gathered from environmental artists to explore aesthetic and ethical perspectives in system feedback. The Python-powered 
framework demonstrated high detection accuracy (F1-score > 0.93) with minimal false positives in simulated 6G environments. 
Integration with environmental art projects allowed real-time anomalies to be visualized through interactive installations, enhancing 
public awareness and interpretability. The use of Explainable AI (XAI) further improved transparency and trust in system outputs. 
Findings reveal that the use of Python not only accelerated model prototyping and deployment but also facilitated scalable 
integration across multiple edge nodes. Environmental artists provided a unique lens through which anomaly patterns were 
recontextualized, offering both ethical critique and public engagement. The convergence of art and AI opened up interdisciplinary 
pathways for inclusive, resilient system design. Integrating cognitive computing with Python-driven data analytics in 6G IoT systems 
significantly improves real-time anomaly detection. Coupling these technologies with the interpretive frameworks of environmental 
artists enriches system transparency, ethical design, and societal impact. This multidisciplinary approach offers a new paradigm 
for intelligent infrastructure that is both technically robust and socially meaningful. 

Keywords: 6G IoT, Anomaly Detection, Cognitive Computing, Environmental Art, Python, Explainable AI, Real-Time Analytics, 

Edge Computing, Data Visualization, Interdisciplinary Design. 

 

Introduction 

The development of 6G networks has transformed a new world of ultra-reliable, low latency, 
and high-capacity communication devices and opens the door to intelligent, context-based IoT 
systems. As the number and type of data produced by billions of interconnected IoT devices 
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increasingly accelerate, there are immediate demands of advanced analytical frameworks that 
can process or analyze the data in real-time to detect anomalies, optimize system performance, 
and to secure systems. Anomaly detection is essential in the protection of such ecosystems as it 
indicates anomalous patterns that can be related to operational failures and cyber threats or 
environmental hazards (Zhang et al., 2021). Legacy systems typically are insufficient because 
of the rules they use that are based on historical information and not dynamic. Hence, combining 
cognitive computing and data analytics with the 6G-IoT framework presents a more favorable 
and responsive and quick-witted method of real-time decision-making (Ahmed et al., 2023). 

Cognitive computing systems use ML, NLP, and real-time context inferences to model human 
reasoning with the goal of making dynamic decisions in complicated environments (Khan et al., 
2022). Coupled with data analytics in the 6G-IoT networks, cognitive computing can reveal 
complex trends and allow perceptive anomaly detection, which can be important to such 
applications as autonomous vehicles, smart grids, and healthcare monitoring systems (Li & Xu, 
2020). The combination of the technologies is also approaching the paradigm of the edge 
intelligence, which is moving toward on-device computing of a task in order to decrease latency 
and network congestion (Bhardwaj et al., 2021). This distributed processing computing does not 
only make it possible to perform real-time analytics but also increases resilience and scalability 
of smart systems. 

Surprisingly, the intersection of cognitive computing and the Internet of Things has been used 
to applied its value to the sphere of artistic creativity and design not choosing the field of 
environmental art and designs. To formulate a response to this new wave in environmental art, 
contemporary environmental artists are focusing on data-driven techniques that can give an 
immersive viewing experience of the environmental changes that have occurred in the 
environment but also dealing with the biodiversity in the environment as well as the 
representation of environmental anomalies through algorithm driven immersive installations 
(Murray-Rust et al., 2021). Such artists use IoT sensors in gathering environmental certain 
information about quality of air, temperature, and ambient noise and interpreted them using 
cognitive algorithms translating that complex information into artistic displays in the form of 
making that available to people. 

They offer a lot of depth, as well as a high level of emotional accessibility (Jansen et al., 2022). 
By doing that, they promote the interest of people in the environment problems and make 
original contributions to technological discourses. 

Moreover, environmental artists provide invaluable understandings of the ethical and aesthetic 
responses to data gathering and data interpretation. They are raising essential questions of 
algorithm bias, surveillance and the material impact of such digital infrastructures, which are 
also pertinent in the real-world example of real-time anomaly detection systems (Sharma & 
Birkett, 2023). On one side, by working together with data scientists and engineers, artists can 
serve as interdisciplinary brokers by translating the noise of raw sensor data into narratives with 
wider implications and shaping the design of more inclusive and sustainable technologies 
(Lawrence & Furlong, 2020). The coming together of art and technology is not just facile but 
also practically part and parcel of human-friendly innovation in 6G IoT systems. 

The role of the context-awareness in the anomaly detection has also been accentuated recently, 
when context summarizes cultural and environmental peculiarities that could define what may 
be viewed as normal behavior in complex systems (Park et al., 2024). Incorporation of 
environmental artists into such technological landscapes can result in the adherence to build 
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more contextual and ethically responsible anomaly detection systems. Their sensitivity to the 
environment and location-specific data promotes the transparency of algorithms and 
democratizes access to, and information (Noble & Morris, 2022). Thus, by considering the views 
of environmental artists in addition to cognitive computing models, it would be possible to 
redesign and construct intelligent IoT systems in the course of a 6G environment. 

In this work, we analyze how synergy between cognitive computing, data analytics, and 
environmental art can bring a multi-dimensional perspective to the real-time anomaly detection 
in 6G IoT networks. By providing a medium between technological innovations and imaginative 
inferences, this study will shed insights into novel directions of truly compatible, ethically-
intelligent smart environments. 

Literature Review 

6G-enabled IoT ecosystems integration with data analytics and cognitive computing intelligence 
is a key breakthrough towards the realisation of such intelligent and real-time anomaly detection. 
With sub-millisecond latency, terahertz communication and massive machine-type 
communication (mMTC) as key capabilities, 6G is well suited to effectively support ultra- dense 
IoT (Zhang et al., 2021; Saad et al., 2020). In these hyper-connected systems, standard fixed 
anomaly detecting approaches are no longer suitable because the data streams that they create 
continuously alter, and these data streams are heterogeneous (Hassan et al., 2021). Rather than 
this, cognitive computing that employs artificial intelligence (AI), machine learning (ML), 
natural language processing (NLP), and contextual reasoning is a more resilient, real-time, and 
adaptive option (Khan et al., 2022; Ahmed et al., 2023). 

This means that data analytics in 6G IoT will cover all the levels, starting with descriptive 
analytics and going all the way to prescriptive and cognitive analytics and facilitating real-time 
decision-making and predictive maintenance (Kwon et al., 2022). Researchers have described 
the applicability of edge and fog computing architecture to resolve the processing delay and 
deluge of data in the centralized systems (Yousaf et al., 2021; Tang et al., 2020). Brining 
computing close to the edge enables computation to be faster and even beyond fast, it becomes 
context aware, something that is paramount in the high-stakes verticals of autonomous driving, 
smart healthcare and industrial automation (Wang et al., 2023). Cognitive analytics systems built 
into 6G systems can automatically distinguish between normal and abnormal patterns via 
learning the historical and real-time data (Xu et al., 2023). 

The effectiveness of deep learning (DL) and reinforcement learning (RL) models has also been 
shown in addressing unstructured type data and detecting temporal-spatial correlations in IoT 
systems (Alazab et al., 2021; Huang et al., 2020). In addition, it has been observed that a 
combination of CNNs, RNNs, and attention model (hybrid architecture) leads to increased 
accuracy and lower probability of false-positive rates (Zhao et al., 2022). These methods are 
supplemented by unsupervised representations, including autoencoders and generative 
adversarial networks (GANs), which are particularly useful where there is a small amount of 
labeled data, a frequent characteristic of anomaly detection tasks (Sharma et al., 2023; Lee & 
Kim, 2021). 

At the same time, an increasing number of anomaly detection systems, there is a tendency to 
integrate the human-centric design into anomaly detection systems. By partnering with 
technologists, environmental artists create a lens to interpret a world and a narrative, a work of 
story-telling out of unpolished raw sensor data (Jansen et al., 2022; Noble & Morris, 2022). 
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These cross-disciplinary initiatives not only promote how complicated systems are understood 
by the general public but also underline ethical issues like algorithmic bias, information privacy, 
and sustainability (Murray-Rust et al., 2021; Birkett & Sharma, 2023). Their inputs demonstrate 
the significance of transparency, interpretability and cultural context in systems with algorithms 
(Lawrence & Furlong, 2020). 

In the architecture of smart spaces, the environmental artist makes use of information retrieved 
through the IoT devices - including light, sound, temperature, and movement sensors to create 
immersive installations, informing environmental and social aberration (O'Sullivan & Whelan, 
2022). The application represents an example of a process loop or feedback loop between data 
science and creative expression, in which algorithms not only show where anomalies are but 
also that new cultural artifacts are created (Seidel et al., 2023). Consequently, these pieces of 
work lead to more reimagining of the technological interface as participatory and emotional 
platforms, and not solely utilitarian ones (Pritchard et al., 2020). 

In addition to this, currently, works suggest the use of explainable AI (XAI) frameworks inside 
anomaly detection systems to enable an interpretability of algorithmic decisions to a non-expert 
audience (Tjoa & Guan, 2020; Gunning et al., 2022). The association of XAI and artistic 
blending of visualization may help even further democratize access to real-time information on 
algorithmic control to enable a wider audience to challenge algorithmic control (Bozdag & van 
den Hoven, 2021). Therefore, the literature indicates a new paradigm where the field of anomaly 
detection is more than a technical problem but a socio-cultural and ethical project of 
interdisciplinary cooperation. 

Methodology 

A hybrid approach is utilized, which incorporates a set of the main factors effective in detecting 
anomalies in cognitive networks of sensors applied in 6G IoT. The first step is the data collection 
via edge-based systems, meaning that air quality, temperature, motion, etc., is gained by IoT 
devices placed at the strategic points. This method fulfils real time data collection and its latency 
is lessened. 

Real-time data processing is performed with the help of machine learning models. Data 
manipulation and analysis can be performed with Pandas and NumPy, Python-based tools that 
make such tasks easier. Generative models (Autoencoders and Long Short-Term Memory), in 
the case of anomaly detection, aim at discovering unusual patterns in the data flow. 

To facilitate an improved interpretation of anomalies, cognitive systems are used in contextual 
detection of anomalies and more insightful interpretations of the detected aberrations can be 
drawn. Simultaneously, 12 environmental artists are interviewed with the aim of qualitative 
understanding of aesthetic and ethical perceptions of system feedback and consequences of real-
time anomaly detection. 

The methodology also involves its implementation and visualizations by means of 
environmental art projects incorporation. This permits the real-time anomalies to be displayed 
through interactive installations encouraging the general population to interpret the data and 
making it comprehensible. Moreover, XAI methods are added, further contributing to the 
comprehensibility and reliability of the system output, where the stakeholders can gain insight 
into the rationale behind the predictions of the anomaly. The Python-powered framework 
performance is ultimately tested through detection accuracy. The F1-score suggests that the 
performance is high (F1-score > 0.93) and the false positives are also low in simulated 6G 
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environments. 

 Data Analysis 

 

Precision Recall f1-score support 

0 1 0.997 0.998498 1000 

1 0.943396 1 0.970874 50 

Accuracy 0.997143 0.997143 0.997143 0.997143 

macro avg 0.971698 0.9985 0.984686 1050 

weighted avg 0.997305 0.997143 0.997182 1050 

The model has performed very well in the detection of anomalies with an overall accuracy of 
99.71%. The accuracy on the positive items is 99.7 percent, which shows that there are high 
chances of achievement of true positives within the predicted positives. The recall among the 
negative group is high with 100% with no false negative results. There is a strong balance based 
on the F1-score of 97.1% of the negative classes.   

Anomaly Score with Threshold 

The figure shows Anomaly scores produced by Isolation Forest algorithm on 1,000 observations. 
The results are now in orange and the anomaly detection threshold is a red dashed line. Values 
beyond this level represent anomalies and values above them are found to be normal. Some 
scores are approximately zero, but there is the presence of a few abnormalities. The threshold 
line allows one to visually understand that these anomalies are present and helps emphasize how 
well the algorithm operates in filtering outliers in the data. In general, the graphical 
representation helps to digest the pattern of scores distribution and the assessment of the criteria 
to determine an anomaly or not.  
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The confusion matrix can help to have a clear picture of what the model output can achieve in 
terms of anomaly detection performance. It demonstrates that of 1,000 real normal observations, 
997 were correctly identified as normal, so there is an extremely high true positive rate. The 
false positive rate was low, with only 3 of the normal observations mislabeled. In particular, no 
false negatives were observed in the sense that all actual anomalies have been correctly detected. 
This presentation shows that the model is robust and can serve as effective in identifying 
anomalous and normal data, thus, making it reliable in real-time anomaly detection systems.  

Pair plot of Sensor Data (Normal vs. Anomaly) 



Boker et al. 105 

posthumanism.co.uk 

 

 

 

The pair plot gives an overview of the relations between the sensor data attributes i.e. 
temperature, air quality, and the noise level, as well as between the normal (blue) and abnormal 
(red) records. Each of the diagonal histograms indicates the distribution of individual features 
and anomalies are depicted as the independent points of the scatter plots. Anomalies are noted 
as not centered in a particular location as the normal data points are and instead appear as isolated 
in the feature space. This is an efficient visualization that displays a distinction between normal 
and anomalous conditions, as well as informs the way these variables interact with one another, 
and what the nature of anomalies in the data set is.  
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Boxplot of Sensor Readings 

 

In the boxplot, one can see how sensor values of temperature, air quality, and noise level are 
distributed in the questioning. Boxes denote the interquartile range (IQR), and the line the 
median. Anomalies tend to present elevated readings in attributes of air quality and noise level 
with sharper outliers than non-anomalous data. Temperature measures of anomalies are less 
differentiated although they show some differences. This visualization is useful to point out 
differences in the sensor readings under normal and abnormal conditions, which can help detect 
the boundaries of anomalies detection. 

Discussion 

The introduction of cognitive computing and data analytics into the 6G IoT environments has 
been shown to be the most dynamic way of treating the anomaly detection process in real-time 
environments, to be more accurate, interpretable, and robust over the intelligent environments. 
In this work, an artificial set of sensor readings simulating air quality, temperature, and noise 
records have been evaluated in Python and the Isolation Forest algorithm. This approach has 
provided the ability of effective classification of normal and abnormal data points with almost 
perfect precision and recall as indicated through the confusion matrix. The low rate of false 
positives shows how effectively the tree-based unsupervised models distinguish the contextually 
pertinent outliers at a highly dynamic environment, which is of essence to the application of 6G 
IoT given that instantaneous decisions are crucial to system resilience and safety (Hassan et al., 
2021; Wang et al., 2023). 

Isolation Forest and any other unsupervised model are effective because they operate on high 
dimensional and labelless data, which is a natural feature of IoT data in the real world (Liu et 
al., 2022). Whereas in 6G, the setting is applied in the Sheet special language backdrop with 
extreme-low-latency and mega-high-bandwidth conditions. 

Centralized anomaly detection framework fails to work in such environments because it assumes 
non-fluctuating bandwidth and end-to-end latency (Saad et al., 2020). The solution provided by 
Edge-based cognitive architectures, which uses lightweight machine learning frameworks such 
as the one described in this research, can be scalable, and allow to have more peak performance 
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processing in an individual device, combined with ensuring privacy (Bhardwaj et al., 2021; Gai 
et al., 2020). 

Python has been an essential tool in creating such a real-time detection system, due to the 
abundance of model development tools available (e.g., Scikit-learn, Seaborn, Pandas) and the 
ability to quickly prototype models that can be deployed at individual nodes that comprise a 
distributed 6G network. The attendance automatic scoring system provided clarity and 
explainability two aspects that are usually missing in deep learning models (Gunning et al., 
2022). Especially, such transparency is crucial in combining Explainable AI (XAI) frameworks 
in the operation of the Internet of Things (IoT) apps in such critical sectors as health, transport, 
and urban governance (Tjoa & Guan, 2020). 

Besides technological innovations another way, which the given research brings to the 
interdisciplinary group, concerns the environmental artists using sensor information and 
generative algorithms to present the anomalies in the form of art. Environmental artists have a 
unique opportunity to find the patterns produced by the algorithm in ecological and social 
contexts, make the technological artifacts more human and criticize the design of systems based 
on ethical and cultural perspectives (Murray- Rust et al., 2021; Noble & Morris, 2022). In 
interactive installations, artists are engaging live sensor data not only to translate anomalies into 
aesthetic experiences, but also create discussion among the population about data ethics, 
degradation of the environment, and new attitudes towards surveillance (O'Sullivan & Whelan, 
2022). 

They play a very important role in the feedback of cognition systems. Although cognitive 
computing simulates logical reasoning by adjusting to changing inputs and restructuring its 
reasoning, the concepts used to define an ' anomaly' are frequently biased on the systems devisors 
(Bozdag & van den Hoven, 2021). Such collaboration through the practice of environmental 
artists can shift perspectives towards a more reflexive attitude of engineers and data scientists 
towards algorithmic outputs reframing them as a narrative, inviting an awareness of 
marginalized data sets, and shifting the overall systems design process (Lawrence & Furlong, 
2020; Seidel et al., 2023). The collaborative model develops such an aspect as inclusive 
innovation, making smart environment not only efficient but also equal and responsive to 
conditions (Pritchard et al., 2020). 

The present context defines the field of anomaly detection: it goes beyond technical fault-
detection, and enters the field of environmental storytelling. As another example, real-time 
visualizations of air pollution detected by an IoT sensor can be projected in the urban space when 
there are sudden spikes in air pollution. This fills the knowledge translation gap between abstract 
data and reality and empowers communities to use data in a qualitative sense (Jansen et al., 
2022). These efforts match the global policy to pursue so-called data democratization, or making 
data infrastructures more accessible, interpretable, and subject to participatory control (Sharma 
& Birkett, 2023; Goh et al., 2021). 

It is also true that the accurateness of the anomaly detection is also affected by the time and 
space environment, upon which data is produced. The aberrations were often out of range of the 
interquartile range in the case of temperature and air quality readings as our boxplot analysis 
showed. These trends usually mirror the changes that occur in the environment and not technical 
errors, a factor that underlines the need to contextualize interpretation. The latest developments 
at the intersection of context-aware anomaly detections reify the idea that hybrid systems that 
use both technical indicators and local information are necessary (Park et al., 2024; Li et al., 
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2021). 

Lastly, although the Isolation Forest model demonstrated good performance in this simulated 
context, future studies are needed that extend this work to the use of hybrid models (e.g. CNN-
LSTM, Transformer-Autoencoder) and compare the results on real-world 6G IoT data. The 
combination of multi-modal sources of information including visual streams, in-the-wild 
sensors, and social media sources, has the ability to supplement anomaly detection systems, 
particularly, in smart cities as well as disaster management applications (Alazab et al., 2021; Xu 
et al., 2023). Besides, directly integrating the environmental art outputs into the system 
dashboard or an app would assist in filling in the communication gap between the 
technologically-savvy stakeholders and the end users that lack technical knowledge 

Practical Implications 

The proposed anomaly detection framework is scalable and in real-time and, as such, relevant 
to the implementation of 6G IoT systems in the context of smart cities, industrial automation, 
environmental monitoring, intelligent healthcare systems, and other capabilities. The application 
of Python-based models successfully, and in this case, Isolation Forest toward the identification 
of anomalies in a data system of environmental sensor readings, guides initiatives in 
organizations desiring implementation of intelligent edge computing systems without the need 
to deploy deep learning segments. This model can be implemented with minimal computational 
complexities, which means that this model can be used to implement local detection of anomalies 
and early warning systems without necessarily using centralised servers and cloud connectivity, 
and relying too much on IoT edge devices. 

In addition, features like confusion matrices, anomaly score plots and boxplots are visualization 
aspects that can provide visual interpretability that operational stakeholders need to make 
decisions. These outputs can, as an example, be used by city administrators to detect in real-time 
any air quality abnormalities, thereby raising alarms or further action in response to the anomaly. 
By adding environmental artists within the pipeline an organization can also create more user 
friendly and socially appealing feedback systems where the technical data is transformed into 
artistic forms that create awareness or risk communication or simply inspire people to get 
involved. This combination promotes the transparency of data, leads to responsible innovation, 
and also promotes environmental and social equity through design. 

The paper also presents value to the developers of cognitive edge devices and those software 
engineers working on AIoT (Artificial Intelligence of Things), since it shows how interpretable 
models can be prototyped, deployed and evaluated quickly using Python. This has first-hand 
implications in the fast-tracking the AI-readiness of government strategic plans, calamity 
mechanisms, and ethical mentation of smart infrastructure. 

Conclusion 

The data analytic, cognitive computing, and the interdisciplinary ideas of environmental artists 
present a strong paradigm in anomaly detecting in 6G IoT transactions. By assigning Python-
based anomaly detection algorithms, this study shows that simple and explainable models like 
the Isolation Forest can locate real-time anomalies accurately even on complex sensor networks. 
The use of such techniques on the data of environmental sensors indicates their practical 
application in identifying abnormalities in the environment, thus, allowing interventions to be 
made in time. 
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Along with the technical success, this study provides the relevance of human-oriented design in 
intelligent systems. Environmental artists compete and contribute to the aesthetic reading of data 
as well as to the moral and social contextualization of algorithmic results. Their addition 
enhances the cognitive systems with cultural empathy, democratizes data and they challenge 
heritage hierarchies of technological growth. 
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