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Abstract

Cybersecurity governance issues remain persistent worldwide. One of the key causes is the lack of appropriate models, prototypes,
or guidelines that effectively incorporate emerging technologies such as blockchain and artificial intelligence, while being grounded
in national legal frameworks or aligned with international standards. The objective of this research is to analyze and define a
prototype for the integration of a "Framework for Cybersecurity Governance Based on Blockchain, Artificial Intelligence, and Legal
Foundations for Organizations." A deductive method and exploratory research approach were employed to analyze scholarly
articles, standards, laws, regulations, and official websites related to the topic. The study resulted in the identification of relevant
actors for the development of a cybersecurity governance framework, an algorithm for its analysis, and a prototype framework. The
findings suggest that all organizations, based on simulations involving the identified actors, should aim for a performance level
above 75%. Organizations scoring 75% or lower must seek strategies to reach a higher range—between 76% and 95%—to
effectively mitigate risks, threats, and vulnerabilities in cybersecurity governance management.

Keywords: Cybersecurity Framework, Cybersecurity Governance, Legal Framework, Legal Basis, Artificial Intelligence,
Blockchain.

Introduction

Cybersecurity governance management continues to face persistent challenges worldwide,
particularly within public and private organizations in Ecuador. A key contributing factor is the
lack of a well-defined cybersecurity governance framework that effectively integrates emerging
technologies such as blockchain, specialized software, security policies, and standards
underpinned by a robust legal foundation.

Companies today are seeking to be competitive through the use of information technologies and
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the implementation of artificial intelligence tools due to their constant management challenges,
despite the fact that artificial intelligence still lacks a regulatory legal framework. Given the
identified problems, the authors of this article seek to identify the dimensions and elements of a
preparation model framework that facilitates the implementation of Al in companies(Nortje &
Grobbelaar, 2020). In this article, the strengths and weaknesses of cybersecurity in an
Ecuadorian organization are identified and it is suggested that cybersecurity governance should
be integrated by implementing a framework.(Giomara et al., 2023). They determined that there
is a problem in cybersecurity governance, and standards such as NIST, the Cybersecurity
Framework, and COBIT 2019 should be implemented, with the goal of defining a cybersecurity-
oriented information technology governance framework.(Orellana-cabrera et al., 2022).
Cybersecurity governance issues are critical in financial systems and in the national security of
a country. For this reason, the authors recommend, first of all, carrying out a theoretical study
on the different maturity models, gathering information based on existing information, and
proposing a cybersecurity maturity model for critical infrastructures as a framework.(Loja et al.,
2023). The Union of American States (OAS) determines that there are problems in cybersecurity
governance and defines that the implementation of a CSF structure is recommended and that the
Cybersecurity Framework (CSF) consists of three main components: Framework Core,
Implementation Levels (Tiers) and Profiles(Oea, 2019). Ecuador, through the Ministry of
Telecommunications and Information Society (MINTEL), is seeking alternatives to improve
cybersecurity governance with a plan that addresses the following topics: Information Security
and responsible use of ICT, Digital Economy, Emerging Technologies for Sustainable
Development, Digital Citizen, Strengthening Digital Inclusion and Protection of Personal Data
to define an appropriate framework for cybersecurity governance(Ecuador, 2025). The authors
determine that Ecuador lacks legal support for cybersecurity governance management using
artificial intelligence and new technologies such as blockchain; they suggest creating a legal
structure with the definition of judges specialized in information and communications
technologies similar to traffic, criminal, and civil judges, among others(Durango et al., 2025).
They determine that it is necessary to define indicators related to the legal basis and information
technologies, carry out a statistical analysis of the National Cybersecurity Index (INCIS), and
identify the relevant actors for the globalization of information security(Armas et al., 2024).
According to the National Cyber Security Index (NCSI), Ecuador has a 53.25% NCSI
compliance rate through 2023. It is clear that cybersecurity governance in Ecuador is
deficient(Foundation, e-Governance Academy 90007000, 2025). They believe that adopting a
layered model to integrate Blockchain and Machine Learning significantly improves security,
reaching effectiveness levels ranging from 80% to 98%. Blockchain and artificial intelligence
technologies make significant contributions to improving cybersecurity governance(Toapanta et
al., 2024).

The objective of this research is to perform the analysis to define a prototype for the integration
of a "Framework for cybersecurity governance based on blockchain, artificial intelligence and a
legal basis for an organization".

The deductive method and exploratory research were used to analyze articles related to the
research topic, standards, laws, regulations and different official websites.

Why can a cybersecurity governance framework based on blockchain technologies, artificial
intelligence, and a legal framework improve cybersecurity governance management in an
organization?
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Cybersecurity governance frameworks enable the integration of legally supported planning,
strategies, security policies, standards, regulations, software, hardware, information technology
infrastructure design, software, hardware, and other elements to mitigate risks, vulnerabilities,
and threats so that information management is confidential, intact, and available (CIA).

In this research the results obtained are: Relevant actors for the definition of a framework for
cybersecurity governance, Algorithm for the analysis of the framework for cybersecurity
governance and a Prototype of a framework for cybersecurity governance.

It is concluded that all organizations, whose results in their simulations regarding the "Relevant
actors for the definition of a framework for Cybersecurity Governance" are less than or equal to
75%, should look for alternatives to reach a range higher than 76% to 95% in order to mitigate
risks, threats and vulnerabilities in the management of cybersecurity governance.

Related Works

The authors determine that cybersecurity governance is a challenge considering the constant
problems that exist in most countries in the world, they carry out a systematic review of 42
articles referring to frameworks for cybersecurity governance and state that cybersecurity
frameworks date back to 1970. The main cybersecurity frameworks used worldwide, including
the NIST Framework, ISO/IEC 27001, COBIT, CIS Control and SANS Critical Security
Controls(Juma et al., 2023). The cyber resilience of a cybersecurity framework is a highly
relevant topic for companies across all sectors. They believe the NIST Cybersecurity Framework
can guide organizations in strengthening their defenses and protecting information(Kumar Jain
et al., 2024). The transportation system determines the need for a cybersecurity management
system due to technological advances. They adopt cumulative cyber risk assessment. They
propose a prototype that can help federal, state, and other government planners address future
cybersecurity challenges(Hossain & Tarrant, 2023). They seek to evaluate information security
governance in educational institutions by applying the COBIT 5 framework, focusing on five
main processes derived from the mapping of business objectives related to information security:
EDMO03, APO12, APO13, BAI06 and DSS05; to improve security governance, they developed
20 recommendations: 7 recommendations for short-term strategies, 8 recommendations for
medium-term strategies and 5 recommendations for long-term strategies(Siboro et al., 2024).
They propose using the KAMI index, which is an instrument to analyze quality, integrity and
maturity in the implementation of information security in an organization, according to the
criteria of the SNI ISO/IEC 27001 standard. They determined the following items to analyze:
Information security governance, information security risk management, information security
framework, information and technology asset management, and information security(Wulansari
& Novandi, 2022). They determine that a framework for cybersecurity governance is necessary
to guarantee the integrity of data, in the exchange of information between different companies
and consider that in the first instance a conceptual model should be created to identify the risks,
vulnerabilities and threats that are generated in the management of cybersecurity
governance(Silva, 2024). The authors determine that there are problems in auditing a
cybersecurity program in higher education institutions and present the results of the validation
of the Cybersecurity Audit Model (CSAM) in three research scenarios: An audit of a single
cybersecurity domain (Educational Awareness), a multi-domain cybersecurity audit
(Governance and Strategy, Legal and Compliance, Cyber Risk, Frameworks and Regulations,
Incident Management, Cyber Insurance and Evolving Technologies) and finally a cybersecurity
audit of all domains of the model. This validation serves to make future decisions that allow the
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organization to correct cybersecurity weaknesses or improve cybersecurity governance domains
and controls(Sabillon & Bermejo Higuera, 2023). They state that problems in cybersecurity
governance persist in China because they have entered the digital age and mechanisms must be
sought to guarantee the integrity of the data that is the basis for production and decision-
making(Jiang et al., 2023). They present a holistic cybersecurity framework designed for e-
Governments, which is distinguished by integrating recent advances in risk management,
regulatory compliance and secure data exchange technologies, with a focus on strategic
cybersecurity governance based on the MARISMA methodology(Figueroa et al., 2024). They
state that university websites have problems managing cybersecurity governance. In their article,
they determined that cybersecurity awareness and the use of automated assessment tools to
identify vulnerabilities and penetration testing (VAPT) are lacking. The assessment was
conducted in accordance with the ISO/IEC 27001 series of standards, ensuring a comprehensive
and recognized approach to information security(Eshetu et al., 2024).

Methods

The deductive method and exploratory research were used to analyze the information from the
different references of scientific articles and official websites that are related to the research
topic, to carry out the analysis prior to the definition of the "Prototype for cybersecurity
governance based on blockchain, artificial intelligence and a legal basis for an organization." In
this phase, the conceptualization regarding blockchain technologies, artificial intelligence (Al)
and Legal Basis is carried out in order to generate relevant indicators regarding the
recommendations and solutions given to the authors.

Blockchain Technologies

Blockchain technology enables the implementation of secure, privacy-preserving decentralized
systems where transactions are not controlled by third parties. Using blockchain technology,
existing and new data is stored in a sealed compartment of blocks distributed across the network
in a verifiable and immutable manner, ensuring information management(Elisa et al., 2023). In
the processes for managing information related to medical processes in practice, blockchain does
not guarantee, for this reason the authors of this article propose cutting-edge technologies such
as Hyperledger, IPFS and data encryption(M. M. Alam et al., 2023). They determined that it is
feasible to combine blockchain decentralization with on-chain governance to ensure security and
transparency. The framework is implemented using Ganache, Metamask, MySQL, PHP,
NodeJS, Solidity, and JavaScript. Blockchain technology also helps reduce process disruptions
caused by man-in-the-middle attacks(Jain et al., 2024). They propose a blockchain-based
national digital identity framework designed to meet the specific needs and challenges of
Palestine. The proposed model leverages the security and decentralization of blockchain to
create a secure, user-centric, and multipurpose platform for identity management. By analyzing
the levels of identity verification, authentication, authorization, and security, the model offers a
holistic approach to identity management(Hasan et al., 2024). The authors propose a secure
platform verification to improve reliability, interoperability and data sharing in digital
governance using blockchain and deep learning-based frameworks(Malik et al., 2023). They
propose to use deep learning and blockchain frameworks to provide a secure platform that
enables data sharing and interoperability for digital governance, for blockchain-based malware
detection using Al to address multiple distributed conditions(Pawar et al., 2024).
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Artificial Intelligence (Al)

Transparency and interpretability are critical for decision-making in Al-powered IoT systems.
In Al governance, transparency enables scrutiny and accountability, while interpretability
facilitates trust in Al-driven decisions. They conducted the evaluation and propose the use of
two Explainable Al (XAl) techniques, SHAP and LIME, to explain the predictive results of Al
models(Fares et al., 2023). They propose an Al-enhanced IT Project Management Framework
that integrates predictive analytics and machine learning into all cybersecurity processes. The
proposed framework defines governance and risk management through proactive risk
assessment, real-time threat detection, and automated incident response, improving resilience to
ever-evolving threats(Jabbar et al., 2024). They believe that the application of Al-based
standards improves information security. Therefore, they analyzed nine cybersecurity standards,
including seven international ones (e.g., ISO/IEC 27001:2022, NIST, IEC) and two national
ones (UAE, KSA), using data from official sources for verification. They developed a
recommendation system with content-based filtering (CBF), aligned with organizational
maturity levels, and it was enhanced with a feedback loop for information from all user
levels(Ali et al., 2024). Nigerian universities face vulnerabilities in cyberspace governance and
believe it is necessary to mitigate risks. They propose practical frameworks that draw on existing
literature while integrating cutting-edge tools such as intrusion detection systems, advanced
cryptography, and Al-driven threat analysis(Farouk et al., 2024). The authors state that Al
implementations should be considered as complex sociotechnical systems, rather than as simple
technical tools, with the aim of mitigating the risks, vulnerabilities and threats generated by the
advancement of ICT, Al, among others(Kroll et al., 2021). They define that the integration of
machine learning (ML) into cybersecurity presents several challenges, such as data privacy,
model bias, applicability, adversarial attacks, and the need for ethical governance. They propose
a framework to manage ethical issues and protect ML models from adversarial manipulation,
thus ensuring an effective and accountable cybersecurity governance framework(M. Alam et al.,
2024). Artificial intelligence (Al) is advancing rapidly and has a major impact on cybersecurity
governance, generating both advantages and disadvantages. Researchers developed and
presented an Al Cybersecurity Dimensions (AICD) Framework, which is a comprehensive and
multidimensional framework designed to guide academics, policymakers, and ICT and legal
professionals(Malatji & Tolah, 2024).

Legal Basis

Security and trust in cloud information management are not reliable when compared to the
critical characteristics of its providers regarding performance, security, trust, privacy, and
compliance with laws and regulations, among others. They consider three domains: governance,
transparency, and information security. They propose the implementation of a prototype, where
the framework was applied in a real-life scenario and a long-term use simulation was run to
verify its applicability, sensitivity, and robustness(Balcao-Filo et al., 2023). They determined
that the NIST Cybersecurity Framework and Secure Control Framework encompass five
functions: Identify, Protect, Detect, Respond, and Recover. The Secure Control Framework has
more subdomains than the NIST Cybersecurity Framework that are not yet formally supported
by the legal framework(Saritac et al., 2022). They propose a cybersecurity framework based on
five interrelated algorithms: Threat Intelligence Integration, Risk Assessment and Management,
Compliance Mapping, Incident Response Planning, Employee Training and Awareness
supported by the legal foundation(Pandey et al., 2024). As Al evolves, and digital threats in the
Philippines become more prevalent, researchers determine that the ethical integration of Al into
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cybersecurity is crucial, given the ethical risks posed by Al-based cybersecurity solutions,
including algorithmic bias and data privacy concerns. They consider comprehensive ethical
frameworks and legal safeguards to ensure the responsible use of Al in cybersecurity, as well as
the importance of education and policy recommendations to guide future Al governance, to be
a priority and critical(Blancaflor et al., 2024). They analyzed that security policies are the basis
for mitigating risks and vulnerabilities in cybersecurity governance and information security.
They carried out a legislative evolution considering the history of the European cybersecurity
network, which begins with the adoption of the Budapest Convention on Cybercrime in 2001,
the Common Framework for Electronic Communications Networks and Services in 2002, and
the creation of the European Union Agency for Cybersecurity (ENISA) in 2006(Sterlini et al.,
2020). They propose that public-private partnerships can improve cybersecurity governance; due
to the lack of this partnership, countries that have implemented cybersecurity governance have
suffered privacy violations and conflicts within the legal system; because a legal framework for
proper cybersecurity governance management is lacking(Park & Kwon, 2024). They state that
the challenges of implementing an adequate framework for the integration of cybersecurity and
software engineering persist. Therefore, it is necessary to study SSD security methods and ensure
that security is implemented throughout the software development lifecycle (SDLC). They
recommend analyzing the company's organizational structure, the behavior of internal and
external users, legal, political, and governance foundations, as well as SSD approaches(Alhugail
& Jamail, 2023). The authors mention that the European Union Agency for Cybersecurity
(ENISA) is the EU agency dedicated to achieving a high common level of cybersecurity across
Europe. Created in 2004 and strengthened by the EU Cybersecurity Act, ENISA contributes to
EU cyber policy, to improve the trustworthiness of ICT products, services and processes with
the use of cybersecurity certification schemes, with the cooperation of Member States and EU
bodies and helping Europe prepare for the cyber challenges of the future. The EU maintains that
the governance of cybersecurity and information security should be supported by laws,
regulations, policies under a legal framework of a region or country(Nineta Polemi, 2023). This
article proposes an assessment framework and a systematic review of trends in cybersecurity
risk assessment governance and compliance. Based on the results obtained, the authors
recommend future frameworks supported by regulatory considerations that balance privacy,
performance, and ethical requirements. Cybersecurity governance, they state, must, above all,
preserve privacy, supported by a legal framework(Aljarrah et al., 2024). The authors state that
since 2012, EU institutions have identified two areas that are under constant critical observation
regarding cybersecurity: gaps in legal policies and the lack of integration that have not allowed
the generation of an adequate framework for cybersecurity governance that would mitigate risks,
vulnerabilities and threats in cybersecurity and information security management(Salvaggio &
Gonzélez, 2023).

Cybersecurity Governance Framework Perspectives

Table 1 determines the relevant indicators of the different proposals analyzed from the reviewed
articles regarding blockchain technologies, artificial intelligence (Al) and legal basis to visualize
the trends of each one.

Table 1. Indicators To Support the Formulation of a Framework for Cybersecurity Governance.

Indicators Basis Type Ref.

Secure and privacy- | Verifiable and immutable, | Blockchain | (Elisa et al., 2023)
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preserving decentralized | allowing for guaranteed | Technology
systems. information management.
Processes for | Cutting-edge technologies | Blockchain | (M. M. Alam et al.,
information such as Hyperledger, IPFS, | Technology | 2023)
management. and data encryption.
Blockchain Ganache, Metamask, | Blockchain | (Jain et al., 2024)
decentralization  with | MySQL, PHP, NodelS, | Technology
on-chain governance to | Solidity y JavaScript.
ensure  security and
transparency.
Digital identity. Levels of identity | Blockchain | (Hasan et al., 2024)
verification, Technology
authentication,
authorization and security.
Reliability, Blockchain and  deep | Blockchain | (Malik etal., 2023)
interoperability, and | learning-based Technology
data sharing in digital | frameworks.
governance.
Data exchange and | Deteccion de Malware | Blockchain | (Pawar et al., 2024)
interoperability. basado en blockchain que | Technology
utiliza IA.
Transparency and | Explainable Al (XAl), | Artificial (Fares et al., 2023)
interpretability are | SHAP and LIME | Intelligence
fundamental to decision- | techniques.
making in governance.
Predictive analytics and | Through proactive risk | Artificial (Jabbar et al., 2024)
machine learning in all | assessment, real-time | Intelligence
cybersecurity processes. | threat  detection, and
automated incident
response.
Al-based standards. International cybersecurity | Artificial (Ali et al., 2024)
standards (e.g., ISO/IEC | Intelligence
27001:2022, NIST, IEC)
and two national ones
(UAE, KSA).
Vulnerabilities in | Intrusion detection | Artificial (Farouk et al.,,
cyberspace governance. | systems, advanced | Intelligence | 2024)
cryptography, and Al-
powered threat analysis.
Sociotechnical systems. | Use of new techniques | Artificial (Kroll et al., 2021)
based on ICT and Al. Intelligence
Machine learning (ML) | Data privacy, model bias, | Artificial (M. Alam et al.,
in cybersecurity. applicability, adversarial | Intelligence | 2024)
attacks, and the need for
ethical governance.
Impact on cybersecurity | Al Cybersecurity | Artificial (Malatji & Tolah,
governance. Dimensions  Framework | Intelligence | 2024)
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(AICD).
Security and trust in | Performance, security, | Legal basis | (Balcao-Filo et al.,
cloud information | trust, privacy, and 2023)
management. compliance with laws and

regulations.
NIST Cybersecurity | They are not yet formally | Legal basis | (Saritac et al,,
Framework and Secure | supported by the legal 2022)
Control Framework. framework.
Cybersecurity Integration of  Threat | Legal basis | (Pandey et al,
framework. Intelligence, Risk 2024)

Assessment and

Management, Compliance

Mapping, Incident

Response Planning,

Employee Training and

Awareness supported by

the legal foundation.
Ethical integration of Al | They consider | Legal basis | (Blancaflor et al.,
into cybersecurity. comprehensive ethical 2024)

frameworks and legal

guarantees.
Security policies. They carried out a | Legal basis | (Sterlini et al.,

legislative evolution 2020)

considering the history of

the European cybersecurity

network.
Public-private  sector | Without this partnership, | Legal basis | (Park & Kwon,
association. countries that have 2024)

implemented cybersecurity

governance have suffered

privacy violations and

conflicts within the legal

system.
Integration of | SSD security methods and | Legal basis | (Alhugail & Jamail,
Cybersecurity and | security implementation 2023)
Software Engineering. throughout the software

development lifecycle

(SDLQ).
European Union Agency | Reinforced by the EU | Legal basis | (Nineta Polemi,
for Cybersecurity | Cybersecurity Act, ENISA 2023)
(ENISA) contributes to EU cyber

policy.
Trends in cybersecurity | Supported by regulatory | Legal basis | (Aljarrah et al.,
risk assessment | considerations that balance 2024)
governance and | privacy, performance, and
compliance. ethical requirements with

legal support.
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Critical observation | Policy-legal gaps and poor | Legal basis | (Salvaggio &
regarding cybersecurity | integration have prevented Gonzélez, 2023)

the development of an
adequate framework for
cybersecurity governance.

Table 1 shows the indicators with their respective foundations expressed for each indicator
supported by the references.

Results

The results obtained in this research:

° Relevant stakeholders for defining a cybersecurity governance framework
° Algorithm for analyzing the cybersecurity governance framework
. Prototype of a cybersecurity governance framework.

Relevant stakeholders for defining a cybersecurity governance framework

Table 2 outlines 20 key stakeholders that contribute to the development of a cybersecurity
governance framework integrating blockchain, artificial intelligence, and a legal foundation for
an organization. In this phase, the evaluation simulation was conducted based on the following
considerations:

. The evaluation was scored on a scale from 0 to 100 using the Likert scale.

. A total of 20 relevant stakeholders were assessed.

. Five different scenarios were defined for the simulation.

. The evaluation applied the expert judgment technique.

° Only whole numbers (integers) were used in the scoring process.

° The results obtained were interpreted using Likert scale ranges.

° These results can serve as a reference for the development of a cybersecurity governance
framework.

Likert Scale Design

For this evaluation—experimentation, the Likert scale was applied. The assessment consists of
five option ranges: two positive, two negative, and one neutral. This evaluation is supported by
the expert judgment technique.

Score | Range Assessment

5 95-100 Very satisfied

4 75-94 Satisfied

3 50-74 Neither  Satisfied, Nor
Dissatisfied

2 25-49 Dissatisfied

1 0-24 Very Dissatisfied
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Table 2: Likert Scale Design

Table 2 shows the design of the Likert scale used for the evaluation of Table 3 for the five
different scenarios. This scale is the most appropriate to use, according to expert judgment.

Scenar | Scena |Scenar |Scena |Scenar

Relevant actors iol rio 2 io 3 rio4 |io5
1 | Strategic plan of the organization. 90,00 (80,00 90,00 95,00 90,00
2 | Operational plan of the organization. 90,00 |70,00 (90,00 98,00 |90,00
3 | Strategic Plan for Information | 90,00 |80,00 |90,00 95,00 [90,00
Technologies (PETI).
4 | Operational Plan (POA) of the ICT |90,00 (70,00 (90,00 95,00 |90,00
Directorate.
5 | Security plan. 0,00 0,00 50,00 80,00 |50,00
6 | Contingency plan. 70,00 |50,00 |80,00 90,00 |80,00
7 | Backup plan 0,00 0,00 70,00 80,00 |50,00
8 | Processes that the organization has at the |90,00 |80,00 |80,00 80,00 |80,00

macro level.

Legal and judicial processes for ICT. 50,00 |30,00 |50,00 60,00 |70,00

Regulations for the use of Al. 0,00 0,00 50,00 50,00 |50,00

Logical design of the network at the |90,00 |70,00 |90,00 95,00 |90,00
integrated macro level.

Physical design of the network at the |80,00 |80,00 |90,00 95,00 |90,00
integrated macro level.

Security models that are being applied 0,00 10,00 |70,00 80,00 |60,00

Applicable safety standards. 0,00 50,00 50,00 80,00 |50,00

Do you have any framework for |0,00 0,00 60,00 80,00 |60,00
cybersecurity governance?

Information  cybersecurity governance | 80,00 |70,00 |80,00 95,00 |80,00
policies available at all levels and types.

Artificial Intelligence (Al) software to |0,00 0,00 60,00 85,00 |50,00
identify cyberattacks.

Definition of militarized zones (MZ) and [90,00 |70,00 |90,00 |95,00 |90,00
demilitarized zones (DMZ).

Inventory of software and hardware |80,00 |90,00 |90,00 95,00 190,00
available.

Use of new technologies such as |0,00 0,00 80,00 90,00 |70,00
blockchain, Hyperledger Fabric networks.

oNvORoRINRoORORIARWERNEPFPROR|O

49,50 |45,00 85,65 |73,50
Expert judgment evaluation % % 75,00% | % %

Table 3. Relevant Actors for the Definition of A Framework for Cybersecurity Governance.
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Figure 1 presents a graphical representation of the evaluation of the ""Key Stakeholders for the
Definition of a Cybersecurity Governance Framework", based on the following details:

. Scenarios 1 and 2 correspond, on the Likert scale, to the rating of neither satisfied nor
dissatisfied.
o Scenarios 3 and 5 correspond, on the Likert scale, to the rating of satisfied.
° Scenario 3 corresponds, on the Likert scale, to the rating of very satisfied.
Simulation evaluation of relevant actors for defining a
framework for cybersecurity governance
.-—"""55'65“"--__
- i

SCENARIO1 SCENARIO2 SCENARIO3  SCENARIO4  SCENARIOS

e i2s]

Figure 1. Simulation of Relevant Actors for the Definition of a Framework for Cybersecurity
Governance.

Figure 1 presents the simulation of the evaluation conducted on the key stakeholders for the
definition of a cybersecurity governance framework. The results show that in Scenarios 1 and 2,
the scores are below 50%, indicating significant issues in cybersecurity management. In
Scenario 5, the score is below 75%, while Scenario 3 achieves a score of 75%, which is
considered the baseline for adequate cybersecurity management. In Scenario 4, the score is
greater than or equal to 85%, which is deemed suitable for cybersecurity governance. It is
important to note that, according to expert judgment, an ideal cybersecurity management score
should exceed 95%. However, this threshold was not reached in this simulation based on the
evaluation conducted by experts in this field.

Algorithm for Analyzing the Cybersecurity Governance Framework

The algorithm we propose for the definition of a cybersecurity governance framework outlines
the processes that an institution should follow. This algorithm serves as a structured alternative
recommended during the analysis phase for defining a cybersecurity governance framework.

Figure 2 outlines the phases for the definition of a cybersecurity governance framework, which
are detailed as follows:
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C o
|

Structure for defining a
framewark project for

kehain,
artificial intelligence, and the

Iegal basis for an
organization

Information Analysis
(Blockehain, Aland Legal

Indicators to support the formulation of
a eybersecuri tygovernance framewor K

Definition of relevant actors for the

cybersecurity governance

Figure 2. Algorithm for Defining a Cybersecurity Governance Framework.
Description

Phase One: We analyzed the structure for defining a framework project for cybersecurity
governance that integrates blockchain, artificial intelligence, and a legal foundation for an
organization. In this phase, we examined information from articles related to the topics proposed
by researchers to address the issue, ensuring that the sources were from the past five years.

Phase Two: We conducted an analysis of information related to blockchain, artificial
intelligence, and legal foundations with the aim of determining the current state of frameworks
for cybersecurity governance that have been implemented in various organizations and
countries.

Phase Three: he conceptualization of cybersecurity governance frameworks was carried out,
including the identification of key indicators and stakeholders that directly influence this
research. In this phase, three processes were defined: the conceptualization itself, the
identification of indicators to support the formulation of a cybersecurity governance framework,
and the identification of relevant stakeholders.

Phase Four: For the evaluation simulation, a Likert scale was designed, with the definition of
the criteria used for the assessment. The next step involved applying expert judgment techniques.
Following this, the simulation of the evaluation of the relevant stakeholders involved in a
cybersecurity governance framework was conducted.
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Prototype of a Cybersecurity Governance Framework

New
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Strategies for improving communication Legal Basis
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Table 3.
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human
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Figure 3. Prototype for the Integration of a Cybersecurity Governance Framework.

Figure 3 shows the integration of all relevant actors for the generation of a prototype for the
integration of security that will allow us to adequately mitigate risks, threats and vulnerabilities
in the management of cybersecurity governance.

Discussion

The following presents the results obtained in this research, including: Key stakeholders for the
definition of a framework, an algorithm for analysis, and a prototype of a cybersecurity
governance framework. These results are intended to be considered in future analyses prior to
the definition of a cybersecurity governance framework.

This research does not include implementations; instead, simulations were carried out using
information from relevant stakeholders to determine the current state of cybersecurity
governance. Based on this, we proceeded to analyze and generate appropriate instruments, which
will be applied at different levels, such as executive, administrative, faculty, and student levels.

The results reviewed and analyzed from the articles defined in the methodology phase show no
contributions similar to those obtained in this research. We can confidently assert that the
contributions in this research are novel: Key stakeholders for the definition of a cybersecurity
governance framework, an algorithm for analyzing the framework, and a prototype of a
cybersecurity governance framework.

The methodology and results presented in this research can be replicated and applied in any
organization within countries with similar cultures and information technology infrastructure
that wish to implement a cybersecurity governance framework integrating blockchain, artificial
intelligence, and legal foundation

Future Work and Conclusions

Future work in the short term will include evaluation through surveys generated for the relevant
stakeholders identified in the research to more accurately determine the current cybersecurity
governance status of the selected organization.

It was concluded that all organizations, based on the simulations conducted regarding the "Key
Stakeholders for the Definition of a Cybersecurity Governance Framework", must seek
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alternatives if their results are less than or equal to 75%. They should aim to achieve a score
within the range of 76% to 95% in order to adequately mitigate risks, threats, and vulnerabilities
in cybersecurity governance management.

The definition of "Key Stakeholders for the Definition of a Cybersecurity Governance
Framework" serves as the foundation for conducting simulations in different scenarios, which
helps determine the current state of cybersecurity within an organization.

Before defining a project for cybersecurity governance, it is essential to establish an "Algorithm
for the Analysis of the Cybersecurity Governance Framework™. This algorithm allows us to
visualize the relevant processes that must be followed, considering the integration of blockchain,
artificial intelligence, and legal foundations to mitigate risks, vulnerabilities, and threats in
information management.

It was concluded that the result obtained for the definition of a "Prototype of a Cybersecurity
Governance Framework™ is crucial for identifying the fundamental elements involved in the
analysis and structuring phase of a cybersecurity governance project.

Finally, it was concluded that, for an adequate cybersecurity governance framework, it is
necessary to apply artificial intelligence (Al), emerging technologies such as blockchain, and a
legal foundation supported by the legal framework of the respective countries. Additionally, it
is essential to create a legal project that regulates artificial intelligence in accordance with the
country’s legal framework.
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