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Abstract

Health Profession Students are Generation Z potential targets in today's digital world. However, in the era of Industry 4.0,
technological developments also impact high risks to security and privacy. Therefore, efforts to increase digital security and privacy
awareness are the top priorities to protect against digital attacks as a threat to students’ health. This research aims to conduct data
mapping precisely where students' online activities can be explored in detail so that the threat of digital attacks can be overcome
with practical strategic steps using SOAR analysis. The research uses descriptive quantitative methods with a structured
questionnaire survey approach and a sample of 372 university students with a health major. The results of the study show an overview
of student activities in the digital world, namely the use of passwords on systems they do not know the validity of, low knowledge
about the use of software as a two-step security tool, and students behave passively when they become victims of digital crime.
Strategic steps in protecting against digital attacks include strengths, opportunities, aspirations, and results. This research offers a
robust strategic basis for formulating a curriculum related to security and privacy awareness policies for students in overcoming
digital threats in the industry 4.0 era and designing a program plan to engage students in digital literacy as agents of change actively.
Future research should analyze Security and Privacy in Industry 4.0 to protect against digital attacks, expanding the sample to
various Indonesian universities and study programs.
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Introduction

Data protection and personal information are rights protected by the government (Echevarria et
al., 2015; Oliveira & Dias, 2023). Personal data has become a crucial issue in today's digital era
(Bili¢ & Zitko, 2024; Gémez-Barroso, 2018), thereby increasing the concern of citizens to ask
for high security and privacy protection against digital attacks that occur (Rafig et al., 2022). The
digital attack that occurs in the world today is in the form of Distributed Denial of Services
(DDoS) (Falowo & Abdo, 2024), operational disruption in the economic sector (Riggs et al.,
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2023), Modern Progressive Pitfall (MPP) (Rao et al., 2023), Digital Platforms That Accelerate

Post-Covid 19 (Ahmad et al., 2022).

Data protection and personal information are rights protected by the government (Echevarria et
al., 2015; Oliveira & Dias, 2023). Personal data has become a crucial issue in today's digital era
(Bili¢ & Zitko, 2024; Gomez-Barroso, 2018), thereby increasing the concern of citizens to ask
for high security and privacy protection against digital attacks that occur (Rafig et al., 2022). The
digital attack that occurs in the world today is in the form of Distributed Deniel of Services
(DDoS) (Falowo & Abdo, 2024), operational disruption in the economic sector (Riggs et al.,
2023), Modern Progressive Pitfall (MPP) (Rao et al., 2023), Digital Platforms That Accelerate
Post-Covid 19 (Ahmad et al., 2022).

The Industrial Revolution 4.0 is a life activity that is integrated with digital technology, especially
for Generation Z. In this era, individual mental health is a new challenge that has never been
focused on maturely, so this concern must be urgently solved (Chen et al., 2021). The challenges
of digital attacks include data tampering, identity and money theft (Jia et al., 2020; Nakamura et
al., 2020; Singamaneni et al., 2022), Malware and phishing attacks (Al-Khater et al., 2020;
Coyac-Torres et al., 2023; Mishra, 2023). With various digital facilities available today, there are
many digital platforms, social media, artificial intelligence, and online learning environments, so
connectivity can continuously trigger levels of anxiety, anxiety, depression, insomnia, and anti-
social face-to-face (Coyac-Torres et al., 2023). However, various research papers have not
entirely focused on mapping related to security and privacy in the current era, so the low mapping
in students' online activities causes the risk of academic performance disruption, so student
activities are difficult to control against technology, which results in a decrease in the potential
for professional performance as a superior health worker candidate and hinders the creation of
early data mapping.

In the digital era, security and privacy are hot topics where personal identities are accessed online.
Results of metadata show that the majority of privacy of big data applications with a content and
hybrid approach model in overcoming security challenges and breaches of big data is a hot issue
in today's digital era (Rafiq et al., 2022). Various aspects of life, especially education, have been
significantly influenced by the rapid growth of digital technology, especially post-COVID-19
(Bozzi, 2024; van der Sanden et al., 2024). Digital devices and platforms have become
increasingly popular among college students, but they have an impact on mental health and the
way they access information (Aguilera, 2015; Bucci et al., 2019; Figueroa & Aguilera, 2020), so
they become potential targets in digital threat attacks. Efforts to improve digital security for
health students are the main topic of this study. Institutions' role in integrating the curriculum
with digital citizenship courses is significant for students who behave online and responsibly
(Althibyani & Al-Zahrani, 2023).

However, there is still a lack of comprehensive data to find concrete data on how to carry out
effective, adequate safety precautions for health students. The limitations of research that focuses
on the role of students who have the potential to become victims of online crime are caused by
the form of the carelessness of students in leaking passwords on systems that are not trusted for
their validity and their limitations in using software to secure data from viruses or personal data
theft so that the system is complex to track the threat of cybercrime faced by students. They
become passive when they become victims of the aforementioned digital crime. This research is
essential because health diploma students are the most vulnerable targets of digital attacks due to
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the weak ability of students in digital security literacy. This research aims to map out special
strategies in protecting against digital attacks on health diploma students and increase student
awareness about the importance of preventing digital attacks in the era of the Industrial
Revolution 4.0. Based on this, the researcher conducted an in-depth data survey related to security
threats to health vocational students and provided technical support by involving students to
become agents of change against digital attacks.

Literature Review

Industry 4.0 is a series of transformations of the construction industry into the era of intelligent
construction. Various digital components are integrated with advanced technology so that they
can create an interconnected ecosystem between digital and physical components, including the
Blnternet of Things, big data, cloud computing, artificial intelligence, and Building Information
Modelling (You & Feng, 2020), virtual reality, as well as a manufacturing system that is
integrated commercially and industrially (Bednar & Welch, 2020). The goal is to increase
productivity and efficiency by utilizing the Internet of Things (1oT) and wireless sensor networks
(WSN) (Majid et al., 2022). However, these challenges bring benefits and new challenges
regarding data security and privacy (N. F. Khan et al., 2023; Marko et al., 2024). The
vulnerabilities that occur include hacking caused by a lack of security, data collected by loT
devices being vulnerable to being accessed without the owner's permission, and Botnet attacks,
including cyberattacks. In addition to 10T devices, Big Data analysis has vulnerabilities through
the misuse of sensitive or stolen personal data, resulting in privacy violations (M. A. Khan &
Salah, 2018). In addition to 10T, other technologies that are developing in this era are; Social
networks and crowdsourcing (Wang et al., 2019). Cyber security often occurs due to the low
digital literacy skills of students, and they have very little understanding of digital ethics, cyber
risks, and how to protect personal data (Firat, 2023; Martins Van Jaarsveld, 2020; Pangrazio &
Selwyn, 2019). Based on the results of previous research, it is stated that there is a need for
cybersecurity integration in a series of lecture curricula, workshops on cybersecurity, and
qualified device security infrastructure (Firat, 2023; Saeed, 2023). Health students are more
likely and focused on clinical science (RISET & TINGGI, 2020)), so they are less exposed to
learning related to cybersecurity, lack awareness of violations of personal data theft, and are
unaware of any sanctions against online harassers. SOAR analysis is a strategic analysis model
that evaluates and develops the institution's potential. SOAR analysis consists of Strengths,
Opportunities, Aspirations, and Results (Kumar et al., 2023). This analysis has positive benefits,
including strategies for how to involve policymakers in the strategic planning process that
focuses on positive and constructive things so that it can focus more on commitment to the future
(Harding et al., 2022; C. Y. Hong et al., 2020; VVardopoulos et al., 2023).

Methods

The research design uses descriptive quantitative. Samples are recruited from several universities
with majors in the field of Health, related to the Diploma (D3) Midwifery, Nursing, and Nutrition
program with an age range of 18 to 23 years, as well as male and female genders. The design was
chosen to explore concrete data with a structured questionnaire survey approach with concerns
about security and privacy, victims of online crime, and the risk of crime in the current digital
world, as well as a strategic plan using SOAR analysis. The population of this study is health
vocational students in three study programs (Midwifery, Nutrition, and Nursing) and three
different universities: Bengkulu State University, Bengkulu Ministry of Health Polytechnic, and
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Dehasen University of Bengkulu. This study's sample consisted of 124 people in the three study
programs, so the total sample involved was 372. The sampling technique uses simple random
sampling, so each study program has the same opportunity to be selected as a sample in the
research. The instrument uses a questionnaire using a Likert scale model (1-6) to measure
students' habits about digital security. The research procedure is carried out by developing
instruments, validating instruments by experts, testing instruments, distributing questionnaires,
collecting data, and processing data with the results of recapitulation in the form of data
visualized through graphs and tables. The data is based on this descriptive quantitative method
to analyze the factors that affect digital security attacks using a survey platform with anonymous
data that focuses on collecting and recapitulating results in average and percentage values without
identifying individuals personally. The researcher ensured that the anonymous data collection
procedures were well designed to maintain the respondents’ privacy, security, and trust level so
that the data collected became unbiased and representative for descriptive purposes.

Results and Discussion

The Development of Questionnaire Instruments through Validation

For six months, the research was carried out from the development of questionnaire instruments
through validation carried out by two validators who were experts in psychology and the media
then, a trial process was carried out with samples from the S1 Computer Education study program
with several tests on one by one respondent and small group tests at low, medium and high skill
levels, then the questioner was distributed as many as 384 respondents with an age range of 18-
23 years who came from diploma students health, which includes; (n=124) in the D3 Midwifery
study program, (n=124) in the D3 Nursing study program and (n=124) D3 Nutrition. In this study,
male respondents (n=25) comprised 6,5% of the total sample, and women (n=359) comprised
93,5%.

The results of the experts' recapitulation of the instrument validation test were declared feasible,
and then a questionnaire was distributed in the trial process with one-by-one respondents, as
many as three students who had low, medium, and high levels of ability. The results of the
recapitulation of the questionnaire trial with one-by-one respondents are as follows:

Study Program Average
No | Levelofability [ mijdwifery [ Nursing | Nutrition (%)

(%) (%) (%)
1 Low 90 93 98 93,7
2 Medium 95 96 94 95,0
3 High 96 98 97 97,0
Total Average 95,2

Table 1 Results of the questionnaire trial recapitulation one by one respondent

Based on the table above, it can be seen that the questionnaire related to cyberpsychology for
health students has categories related to internet addiction, impact on social relationships, privacy
and security concerns, digital well-being, social comparison, and self-esteem, impact on social
relationships, fear of missing and cyberbullying. This questionnaire design trial involved three
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students with low, medium, and high ability levels. The results of the recapitulation stated that
the average score of students with low ability levels in the three universities was an average
percentage of 93.7%; in contrast, the medium ability category it had an average percentage of
95.0%, and the high category had an average percentage of 97.0%. The results of the average
percentage recapitulation of the three universities show that the average percentage is 95.2%, so
it is declared suitable for use without revision.

Study Program Percentage
No Level of ability | Midwifery | Nursing | Nutrition (%)
(%) (%) (%)
1 Low 95 97 95 95,7
2 Medium 96 96 98 96,7
3 High 100 98 98 98,7
Total Average 97,0

Table 2 Results of the questionnaire trial recapitulation small group

The data referring to the table above, it can be seen that questionnaires related to cyber security
and privacy for health students have categories related to worries about security and privacy,
reporting to the authorities if they experience online harassment, being victims of online identity
theft getting threats through social media, providing passwords to systems whose validity is not
trusted, online crime is complex to detect by tracking systems by victims, scanning device using
security software periodically. This questionnaire design trial involved nine students with low,
medium, and high ability levels. The recapitulation results stated that the average score of
students with low ability levels in the three universities was 95.7%, the medium ability level had
an average percentage of 96.7%, and the high ability level showed an average percentage of
98.7%. Based on the average percentage recapitulation results of the three universities, the
average percentage is 97.0%, so it is declared suitable for use without revision.

Table 3: Summarizes the results of student activities related to privacy and security concerns

Source: Processed recapitulation of respondent, (2024)

Study Programs
Category of security and privacy Midwifery | Nursing Nutrition
(Y%n=124) (%n=124) | (%on=124)
Worried about security and privacy 78,6 78,6 81,7
Report to the authorities if you experience
online harassment 48,9 46,6 449
Victims of online identity theft 73,1 76,1 74,2
Getting threats through social media 69,5 64,4 68,9
Providing passwords to systems whose
validity is not trusted 84,1 82,5 80,1
Online crime is difficult to detect by tracking
systems by victims 80,1 74,2 78,2
Scanning devices using security software | 46,5 451 48,2
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| periodically. | | | |

Cyber of security and privacy on aspects: in the first activity, students showed that they were
worried about privacy security when using online applications; midwifery students showed an
average percentage of 78.6%, then nursing students had an average percentage of 78.6%, and
nutrition students on the average percentage of 81.7%. In the second activity, students can report
to the authorities if they experience online harassment; for midwifery students, it showed that the
average percentage is 73.1%; for nursing students, the average percentage was 76.1%; and for
nutrition had an average percentage of 73,1%. The third describes students about victims of
online identity theft; midwifery students showed an average percentage of 76,1%, nursing
students had an average percentage of 64.4%, and nutrition students had 74,2%. In the fourth
activity of getting threats through social media, midwifery students showed an average
percentage of 69.5%, nursing students had an average percentage of 64.4%, and nutrition students
had a percentage of 68.9%. The fifth activity described students providing passwords to systems
whose validity is not trusted; midwifery students showed a mean percentage of 84,1%, nursing
students own an average percentage of 82,5%, and nutrition students had an average percentage
of 80,1%. The sixth activity describes students doing online crimes that are difficult to detect by
tracking systems by victims; midwifery students showed an average percentage of 80,1%,
nursing students showed an average percentage of 74,2%, and nutrition students showed an
average percentage of 78,2%. The seventh activity describes students scanning devices using
security software periodically; midwifery students showed an average percentage of 46,5%,
nursing students showed an average percentage of 45,1%, and nutrition students showed an
average percentage of 48,2%.

The Discuss of the Category of Concerns about Security and Privacy in the Midwifery and
Nursing Study Program

The fundamental question related to the results of the questionnaire recapitulation showed that
the category of concerns about security and privacy in the midwifery and nursing study program
showed the same result with a percentage of 78.6%. However, the nutrition student group showed
a higher percentage figure of 81.7%. The percentage results showed a high similarity value
related to students' awareness of the risks of online activities that they do every day. The
distribution of student activities that they do in the aspect of security and privacy as a risk includes
their negligence in using passwords in the system so that they are easily detected and sometimes
share passwords with friends or other parties without being filtered first, then they also ignore
the notifications that appear on their devices, update the status on social media related to their
whereabouts at any time along with location details, The digital devices they have are not
accompanied by an antivirus that supports the device, clicking on links that suddenly appear on
the device and are not recognized for their legitimacy, so it is difficult to track them if they
become victims due to their limited ability to access software devices, as well as allowing new
applications to be downloaded to access personal data without prior permission. This finding
aligns with what was done (Huijts et al., 2023). Awareness of the risks to security and privacy is
still at a low level, resulting in high concerns, in addition, attacks carried out directly can increase
the difficulty of recognizing and detecting cyber-attacks. Cyber-attacks can be overcome using
one of the human-computer interaction approach (HCI) strategies, where the HCI principle can
empirically analyze and evaluate the framework in strengthening security against evolving digital
threats (Albarrak, 2024). In line with the above research, Cyber Threat Intelligence (CTI) protects
the digital system's cyber security (Eltayeb, 2024b). Then, some digital twins can explore the role
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of Artificial Intelligence (Al) in maintaining platform cybersecurity and digital integration with
technology (Homaei et al., 2024).

In addition, in the category of reporting online harassment to the authorities, all students showed
data recapitulation results below 50% related to online harassment reporting. Nutrition students
achieved the lowest results, with an average of 44.9%. This is because the surrounding social
environment is not supportive, so they are used to being shy and worried about being humiliated
if they become victims of crime. Sometimes the act of online harassment is considered normal,
so victims are more likely to be silent and ignorant, as well as low education related to how to
report the harassment to the authorities. Previous research has stated that the role of technology
is like a double-edged sword, where technology can be used as a protector and also as a threat to
victims of online violence (Boethius et al., 2023). However, there is a criminal law that deals
with digital crimes against women that combines aspects of every digital character with gender-
based violence on a more stringent legal standard (Polyzoidou, 2024). Gender-based violence
directed at women shows that after covid 19 there has been an increase in online violence against
women on many platforms. The violence reveals various socio-technical problems that hinder
protection for victims and appropriate punishment for online criminals (Amaral et al., 2022). The
highest social media platforms as a source of online harassment and digital violence include;
Facebook, Twitter and Email (Burns et al., 2024).

Based on data recapitulation, victims of online identity theft show that nursing students have the
highest average percentage of 76.1%, followed by nutrition students with an average rate of
74.2%, and the lowest in midwifery students with an average percentage of 73.1%. The triggering
factor for the theft of student data online is due to their activities that demand to interact online
through online learning that uses a system that requires students to fill in personal data and enter
online groups to submit assignments or projects as well as information related to the courses they
are effective at. The growth of online crime in the form of theft of personal data with unauthorized
access is a problem in every country and continues to increase because it is caused by the pattern
of an anonymous and difficult-to-control internet framework, making it more vulnerable to theft
(Dutta, 2021; Rahim et al., 2020). The types of data leaks experienced by victims include personal
data in the form of passwords, financial information, and confidential data, which can be
financially detrimental and threaten the victim's life (Alzubaidi, 2021). In addition, online
behavior is vulnerable to theft through social media activities, entertainment, work, and instant
messaging (Gan et al., 2024) and email (Sturman et al., 2025).

Threats through social media experienced by most students are above 60%. The highest average
in the midwifery student group has an incidence rate of 69.5%, which is caused by the tendency
of the female midwifery students who have a level of vulnerability in commenting related to
reproductive health awareness content. Meanwhile, the group of nursing and nutrition students
carried out activities in the form of disseminating information related to their practice experience,
promoting a healthy lifestyle through social media without realizing that there were risks they
had to face related to privacy settings such as who can see posts and attach contact information.
However, in addition to the threats mentioned above, there are other threats that students are not
aware of, namely technology-based stalking activities and sending sexual messages or images
that are not suitable for students to open (DeKeseredy et al., 2019). Victims of harassment or
stalking through digital devices result in high levels of depression and anxiety in activities (Maran
& Begotti, 2019), sadness, and loss of self-confidence as emotional and physical symptoms
(Begotti et al., 2022; Maran & Begotti, 2022).
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Giving passwords to untrusted systems is proof of students' carelessness in dealing with digital
cyber-attacks in the current 4.0 era. Notably, 80% of students admit to giving passwords without
knowing the risks that will occur later. The midwifery student group has the highest average rate
of 84.1% due to their low ability in digital literacy so that student activities to realize that there
are threats in the form of phishing, malware, or various fake platforms that are easily accessible
have the purpose of stealing data and utilizing incoming information, activities faced by students
are still neglected. In contrast, nursing and nutrition students are more likely to be interested in
platforms that offer discounts, gifts, or free services by registering with their personal data details,
of the three groups, which is still very low related to checking whether the registered platform is
legal or safe. Tracking systems are online crimes that are difficult to detect. Most students believe
online crimes are difficult to overcome due to limited resources and the lack of sophisticated
technology to track online crimes effectively. While online crime can be hacked in seconds,
tracking takes a long time. The midwifery student group has an average percentage of 80.1%,
which shows that it is difficult for students to track online crimes because hackers hide their
location and identity. Previous research has shown that there are a lot of high-risk vulnerabilities
and warnings based on tools (vulnerability assessment tools) on the university web application
(Jarupunphol et al., 2023). Student independence cannot directly predict aspects of vulnerability
to password theft attacks and personal data information (Wagas et al., 2023). Vulnerability to
such theft explores intimate partner cyberstalking (IPCS), so that it can identify gender, age,
sexting, pornography consumption, and ambivalent sexism, as well as the target of the crime is
women (Ejaz et al., 2023). Cybersecurity awareness is measured through cybersecurity and
password security (Ahamed et al., 2024). Password can be protected by using Random Forest
(RF), Decision Tree (DT), Stochastic Gradient Descent (SGD), dan Logistic Regression (LR),
Integrated with stacking and bagging techniques (Aziz & Baker, 2024). In addition, Cyber Threat
Intelligence (CTI) aims to identify new forms of threats and improve cyber security (Eltayeb,
20244).

Student activities to have digital security awareness are still low, based on the results of the
recapitulation show that the nutrition student group is at an average of 48.2%, but for the
midwifery student group, it reaches 46.5% and nursing reaches 45.1%. All student groups tend
to focus more on academic and practical activities, so they pay less attention to the security
aspects of their devices and lack knowledge about the various digital threats they face, such as
accessing the internet through risky public wi-fi without securing their devices. Previous research
shows that universities must prioritize technological aspects in building cybersecurity awareness
and aligning learning curricula relevant to technological advances in the industry 4.0 era
(Gonzales et al., 2022). The importance of cyber management for teenagers, thus increasing their
awareness of cybersecurity (Alsobeh et al., 2023). In line with this study, teachers are the first
mediators in schools who can support students' knowledge in cyber learning plans, and they
participate in training to strengthen the cybersecurity education system at the school level
(Childers et al., 2023). In developed countries, cybersecurity is the main focus in improving
cybersecurity among students to be able to manage email and passwords correctly, so that
educational institutions, parents, and students are ready to adopt security practices in using the
internet in their daily activities (W. C. H. Hong et al., 2023; Saeed, 2023).

The implementation strategy of security and privacy awareness against digital attacks on health
students has priorities based on SOAR analysis, as follows:
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Figure 1. Summary SOAR analysis of strategy security and privacy awareness

SOAR analysis is one of the tools to focus on strengths and opportunities in strategic and dynamic
planning in the era of Industry 4.0, the characteristics of SOAR analysis refer to the identification
of positive aspects that are studied in designing innovative strategies to increase security
awareness and privacy in today's digital world so that it can maximize the potential to be oriented
to the future by considering the expected end results from the institution education in particular
(Stavros et al., 2003). Previous research stated that SOAR analysis can explore resources and
evaluate a program's design, function and purpose (C. Y. Hong et al., 2020; Jacobs et al., 2020).
In line with the above research, SOAR Analysis is practical as a guide to making organizational
changes quickly and followed by a continuous improvement process (Harding et al., 2022). The
SOAR analysis process can also overcome obstacles to improve the implementation process in a
program (Kumar et al., 2023; VVardopoulos et al., 2023).

Conclusion

This research has succeeded in implementing the mapping of student security and privacy
strategies in the face of digital attacks in the industry 4.0 era, it finds data mapping to track the
impact of threats in the form of low digital literacy students' abilities, such as; the use of
passwords on systems that they do not know the validity of, low knowledge about the use of
software as a two-step security device and passive behavior of students when they become
victims of digital crime. This research advocates for evidence of preventing digital threats
experienced by health students by taking a practical digital literacy approach in finding,
evaluating, utilizing, sharing, and creating digital technology-based content with high security
and privacy to prevent digital cyber-attacks in the current era. The limitations of this study are
that it only includes health study programs in one city in Indonesia, so the results of the data
recapitulation displayed cannot be applied in general. This research has not focused on the role
of institutions and lecturers in overcoming the threat of digital attacks faced by health vocational
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